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(Ha3Ba CTyMNeHs, O NPUCBOKETHCH)
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Ha 3aciziani BueHoi paqu
VYHiBepcuTeTy
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IIPOTOKONI Ne g
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JIMCT MMOI'O)KEHHSA
0CBITHbO-NIpodeciiinoi nporpamu

PiBeHb BUIIOT OCBITH
Hassa rany3i 31anp
Ha3Ba cnemiagpHocTi

Kpangikaris

PO3POBJIEHO I CXBAJIEHO

HayxoBo-mMeToquaHOI0 KOMICi€0
ciemianbrocti 125 KiGepGesmneka ta
3axucT iH(opMarrii

Iporoxon Ne 3

BIZC + » {] 2023 p.
I'osoBa L1AJIbHOCTI

Banepiit JYJIMKEBUY
PEKOMEHJIOBAHO
HaykoBo-MeTommn4mor0 paioro
YHIBEPCHTETY
HpOTOKon NeT O
Bin« 24 » /D 2023 p.

Tonos: YHIBEPCUTETY
: Awnaroniit 3ATOPOJTHIN

ITeprmii (GakanaBpchKuii) piBeHb
12 Inpopmaniiini TexHonorii
125 KibepGesneka ta 3axuct indopmarii

bakanasp 3 kibepOe3nexu

IOT'OAXKEHO

IIpopekTop 3 HAYKOBO-TIE1ArOTiTHOL
poGoTu HailioHaTsHOTO yHIBEPCHTETY
«JIbBiBCBKA MOJIITEXHIKA»
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« 2%» 5 2023 p.

Havaisauk HasuansHO-METOHYHOTO

BIJUIUTY YHIBEPCUTETY
ﬁ—‘m—'\ Bacunms TOM’TOK
=

- (2 2023 p.

Hupekrop IK

pLi

Muxona MUKUMUVK

[% 21 » Jmcmngga 2023 p.




MMEPEIMOBA

Pospobiero Bimmosimso 1o Crasmapty BUIIOI OCBITH Ykpainu mepuioro (0akalaBpehKoro)
piBHs, Tany3b 3Hanb 12 — [udopmartiitai Texmonorii, cneniansaicTh — 125 Kibepbesneka Ta 3axuCT
in(opmaliii, 3aTBepIIKEHOT0, 3aTBEPUKCHOTO Ta BBEICHOTO B [i10 Haka3oM MiHicTepcTBa OCBITH Ta
Hayku Ykpainu iz 04.10.2018 p. Ne1074.

PospoGiieno po6odYoi0 Tpymol0 HAyKOBO-METOAWYHOI KOMICIl — creniaabHOCTI 125
«Kibepbesmnexa Ta 3aXKCT iHpOpMaLii» y CKIai:

AynuxeBuu B.b.
Omnipcekuii L.P.
Kypagens LM.
Xoma B.B.
apacumuyk O.1.
Hemkoga O. A.

Kopobetinikopa T.I.

Kypapuax J1.1O.
Kypiit €.0.
lopauy M.B.
Cycyxkaiino B.A.

Scinepkuii ALA.

— I.T.H., 1po¢., kad. 3] — rapasaT ocBiTHRO-NIPO(ECiiHOT TporpaMu

— II.T.H., Ipod. 3aBigyBau Kapeapu 31

— I.T.H., C.H.C., 3aBinyBau kadgeapu bIT

— JL.T.H., mpogecop xadenpu 31

— K.T.H., JIOIIEHT Kad)e)lpﬁ 31

— JI.T.H., npo¢. xadeapu bBIT

— K.T.H., jou. kKadenpu BIT

— Lead Operational Technical Consultant and Lead Splunk Consultant, EPAM
— kepiBHUK Binminy Indopmaniiinoi Oesnexn Hiveoneer AG

— nupekrop [T Defence Ukraine

— cTapuuii aHaIiTHK 3 iHpopmaniinoi 6e3neku TS Imagine, unen ISACA Tta
OWASP

— nupextop Alarm Security

Izioba H.I. — upeKTop 111, Iron Sec
Copoxka C.O. — crynentka Kb-306
["apaHT oCcBiTHRO-TIpOdECiiHOT TporpaMu Banepiit JIY IMKEBY

[TpoekT ocBiTHBO-TIpOdeciiHOT TpofpamMu 0OOTOBOpPEeHUN Ta CXBajleHUH Ha

3acijjangi  Buenol

pagd  HaBYAJIBHO-HAYKOBOTO  IHCTUTYTY  KOMIT'IOTEPHHX

TEXHOJIOT1H, ABTOMAaTUKHU Ta METPOJIOTIT

IIporokon Ne 3 Bim« 21 » nucromana 2023

['onoBa Buenoi panu IKTA g had

Mukona MUKUNUYYK

3aTBep/KEHO Ta HaTaHO YHHHOETI

Haxkazom pexropa HauionansHoro yHiBepeutery «JIbBiBCbKa MO TEXHIKAY

Bim« 1 »

Sepera X 202%p. Ne /17~-4-O3

[{s ocBiTHBO-TIpodeciitHa mporpama He MoXe OyTH IOBHICTIO ab0 4YacTKOBO
BiITBOpeHa, THpa)kOBaHa Ta pO3MOBCIOMXeHa ©0e3 po3Boiny HamioHanbHOTO
YHIBepCUTETY «JIbBIBCBbKA MOMITEXHIKAY.




1. IIpodiab ocBiTHLO-Npodeciiinoi nporpamu “KidepOe3nexa”
faxanaBpa 3i cneniaabHocti 125 «KiGepOe3neka Ta 3axucT inopmanii»

1 - 3aranbHa iHpopmaLlia

lNosHa Ha3Ba 3aknagy
BMLLLOT OCBITU Ta
CTPYKTYPHOIO nigposainy

Hanionanbuuii yaiBepcuteT «JIbBIBChKA MOTITEXHIKA»

OdiujirHa Ha3Ba KiGepOe3neka
OCBITHBOI NpOrpamu Cybersecurity
CTyniHb, WO baxanapp
MPUCBOIOETHCA

ObmerkeHHs Wwoao dopm
HaBYaHHA

be3 oOmexens

Keanidikauia 8 aunnomi

Cryninp BUIoi ocBiTH — Oakayiasp
CreuianehicTts — 125 KibepbOesneka ta 3axuct iHdpopmanii
OcgiThs nporpama — Kibepbesneka

06car ocBiTHLOI
nporpammu

-Ha Ha 0a3i noBHOT 3araibHOT cepeiHbol ocBiTH — 240 kpeautie EKTC;
-Haba3l CTyIeHs «MOJIOJIIHI crierianicT (OCBITHBO-KBaT(PIKAIHHOTO
PIBHS «MOJIOALIMA CIElalicT») 3aKiaj BHINOi OCBITH Mae€ IpaBo
BU3HATH Ta Mnepe3apaxyBatd He Oumbmie, Hik 120 kpemutie €KTC,
OTPHMAHHX B MEXax IONEPEHbOI OCBITHBOI HPOIpaMM IiJIOTOBKH
mMoJioimoro fakaaaBpa (MOJOAIIOrO CreniamicTa).

MiniMmym 75% o6¢sry OCBITHBOI NporpaMu Mae OYTH CIIpSIMOBaHO Ha
3a0e3nevyeHHs 3aralbHuX Ta CrenialbHuX ((paxoBHX) KOMIETEHTHOCTEH
3a CHEIiaThHICTIO BH3HAYEHOK CTAHIAPTOM BHIIOI OCBITH.

Mosa(u) BUKNaaaHHA

YKpaiHcbKa MOBa

2 — MeTa 0CBITHbOI Nporpamm

[TinroToBka daxiBiliB, 3HaTHUX BHKOPHUCTOBYBATH 1 BIPOBA/KYBAaTH
TexHoJoril indopmaniiinoi Ta/abo kibepbe3neky.

3 - XapaKTepuCTUKa OCBITHLOI Nporpamm

Onuc npeameTHOI
obnacri

06’ extH npodeciiiHol MisSIbHOCTI BUITYCKHHKIB:

— ob'extn iHdopMaTH3anmii, BKJTIOYAIOYH
aBTOMAaTH30BaHi, TEJeKOMYHIKaIliiHi, iHpopMmarriiixi,
iHpopMaliifHO-aHATI THYHI, iHbopMaliHHO-TENEKOMYHiKaITi HHI
cHcTeMHU, 1H(OpMaIifiHi pecypcH 1 TEXHOOT];

— TexHoJjoril 3abe3nevyeHHs Oe3nexku iH(popmarii;

— nmpouecH ynpapiiHHS iH(opMarniiiHo0 Ta/abo KibGepbesmekoio
00’ €KTiB, MO MiAIAraloTh 3aXUCTY.

Teopernynuii 3MICT NPeJIMETHOT JAISITBHOCTI

3HaHHS:

— 3aKOHOAABUOI, HOPMATHUBHO-TIpaBOBOi 0Oa3u YkpaiHH Ta BHMOT
BIJIMOBIIHUX ~ MDKHApPOJHUX  CTaHJAPTIB 1 IPAKTHK  IIOJ0
3aiiicHeHHs TpodeciiiHol AisUTBHOCTI;

— T[PUHLMIIB CYHNpPOBOJY CHCTEM Ta KOMIUIEKCIB I1H(opMaiiifHol
Ta/abo kibepbesneku;

— Teopii, MozeneHl Ta NPHHLUMIIB YNPaABIiHHA JOCTYIOM JI0
iH(hopMaIliHHHUX pecypciB;

— Teopii cucTeM ympaBinHs iHopmManiiiHoo Ta/abo kibepbezmnexoro;

— METO/IiB Ta 3ac00iB BUABJICHHS Ta iIeHTH(IKAIIT PH3HKIB;

— MeTOoNiB Ta 3aco0iB OIiHIOBaHHS Ta 3a0e3nedueHHs HEoOXiTHOTO
piBHS 3aXHUIIEHOCTI iHpOpMAILii;

— MeToHiB Ta 3aco0iB TEXHIYHOrO Ta KpUITOrpadidHOro 3axXUCTy
inopmartii.

KOMIIT'FOTEpHi,




MeToau, METOMKH Ta TEXHOMNOTII:

Metonn, metonuku Ta TexHouorii 3abesnevenns iHpopmaniitoi Ta/
abo xibepdesuekn.

IncTpymeHTH Ta 0618 1HAHHS

— CHCTEMH PO3pOOKH, 3a0€3MEUEHHS, MOHITOPHHTY Ta

KOHTPOJIO ITPOLECiB iH(opMaLiiiHoi Ta/abo kibepbesmnexn;

— Cy4acHe IporpaMHo-anapaTHe 3abe3neyeHus

inopMartiifHo-KOMY HIKAIIHIX TEXHOMOTII.

AxagemiuHi npasa
BUMYCKHMKIB

MOXKIHBICTD MPOMOBKUTH HABYAHHS 34 OCBiTHBO-TIpOeciiinoio abo
OCBITHBO-HAYKOBOK) IIPOIPAMOIO CTYNEHS MaricTpa.

OpieHTauia ocBiTHLOI
nporpamm

OcsiTHpo-npodeciiina  nporpama 6asyeThcsi Ha  3araibHOBIZOMUX
TMONIOXEHHSX Ta PE3YNBTATAX CYYACHMX HAYKOBHX JOCIIIKEHb Y ramy3i
mpopManiiingx  Texuonoriit  Ta OpICHTYCTLCS 1@ aKTyamnblii
crienjanmisaiii 3 nutaHe KibepGesnexu, nomepemKeHHs Ta IPOTH LT
KIOep3noumHiB, y MeXax SKUX MOXIIMBA TONAJIbINA HayKoBa Ta
npodeciiina kap’epa.

OcHoBHuMiA doKyc
OCBITHBOI Nporpamu Ta
cneujanisauji

CreuiansHa ocsita Ta npodeciiina mixroroska B obnacri Kibepbesnexu.
Kniouosi  cnoea: xibepGesnexa, cuCTeMW  TexHiuHOTO 3AXUCTY
iHpopmanii, ynpasmiHHs  iHdOpMaLiiiHOK Oesnekoto, Oesneka
IH(OPMAL HHO-KOMYHIKAUIHHUX CHCTEM.

OcobnusocTi nporpamu

IHTerpopana minrortoBka (axisiiB 10 BUPILICHHS 3aB1aHb y cepi
xibepbesnekn.

A0 NnpauesnaliTyBaHHA Ta NOAANbLIOIO HaBYaHHA

4 — 34aTHICTb BUNYCKHUKIB

MpuaaTtHicTb Ao
npawesnawTyBaHHA

Bunycknank wmoke 3aliMaTd TepBMHHI mOCamM  BIAMOBINHO 0
Hepxxanoro knacudikaropa npodeciii JIK 003:2010

- haxiBeib 3 TEXHIYHOrO 3aXMCTY iHpOpPMALLi,

- (axisenp i3 opranisauii indopmaniiinoi 6e3nexn,

- (haxisen i3 oprawizauii 3axucTy iHpopMaii 3 obMeKeHUM JOCTYTTOM,
- (axiBenb 3 iHPOPMALIHHUX TEXHOJIOTIH,

- (axiBelb 3 PeIKHMY CEKPETHOCTI,

- haxisenb 3 Oprauizanii Ta IPOBE/IEHHS TECTYBAHHS HA TIPOHUKHEHHS,

- MEHEJDKEP CHCTEM 3 1H(OPMAIiiiHOi Oe3MmeKH,

- aHAJITHK cHcTeM 3abe3nedenns kibepbesneku,

- agMiHicTpaTop 0a3 HaHuX,

- aIMIHICTPATOP KOMI IOTEPHHX CHCTEM Ta MEPEK,

- aynuTop 3 kibepbesneku,

- po3podHIK 3ac06iB 3axHCTY iHpopMalii,

- IPOCKTYBAJIBHUK CHCTEM 3aXUCTY iH(OPMALLi,

- MIPUKJIAJITHAH TIPOrpamicT,

- IPOBIIHMH criemiamicT/KepiBHuK city:x6u T3I, Toro,

Ta MDKHApOAHOi cTanmapTHoi knacudikauii mpodeciii (International
Standard Classification of Occupations 2008 (ISCO - 08); 2529 Security
specialist (ICT).

Icuye moOMMBICT OTpuMaTH MiKHaponHi ceprudikatd B ranysi
kibepbOesnexu.

Moaanblie HaBYaHHA

MOXIHBICT MPOJOBKUTH HABYAHHS HA JIpyromy (Maricrepckomy)
PiBHI BMIIOI OCBiTH 3a cremiansicTio 125 «KibepOesneka Ta 3axucT
1H(opMaLii» abto IHITUMH CHOPLIHEHHUMH (CyMDKHHMH)
CHCLUIANBHOCTAMH Taiy3i 3Haub «lndopmaniiini  Texsosoriiy, mo
Y3TOJUKYIOThCS 3 OTPHMAHKHM JUIUIOMOM OaKasiaBpa.

MosxknusicTe minBuineHHs kBaniQikamii Ta OTPUMaHHS 1ONATKOBOL
MICJISIATUIOMHOT OCBITH.




5 — BuknagaHHa Ta ouiHioOBaHHA

BuknapaHHa Ta
HaB4YaHHA

I pyHTYIOTBCS Ha npHHLITAX CTYJCHTOLIEHTPH3MY Ta IHAWBI Iy aJILHO-
OCOOMCTICHOr0 TIAXOAY;, PEami3yioThCs HEPE3 HABUAHHSA HA OCHOBI
AOCTI/KEHb, TIOCHJICHHS NPaKTHUHOI OpPIEHTOBAHOCTI Ta TBOpHOi
CrpAMOBaHOCTI y Qopmi xomGinauii mekuii, naGopatonux pobir,
MPAKTHIHKMX 3aHSATh, CAMOCTIHHOT HABYANKHOT 1 TOCiAHUILKOT po6oTH
3 BUKOPHCTAHHAM €NIEMEHTIB IMCTaHIIAHOrO HABYAHHS, PO3B’SI3YBAHHS
MpHKJIAAHUX  33/1a4, BHKOHAHHS KypCOBHX pOGIT Ta NpOEKTIB,
KOHCynmbTauli i3  BUKIAga4aMM,  MIATOTOBKA OaxanaBpChKOL
KBaJIl(iKaiifioi podoTu.

OuiHoBaHHA

[TuceMOBI  Ta ycHI ek3aMeHM, 3alliKy, nabopaTopHi  3BITH, YCHI
PE3EHTAL, TOTOYHMI KOHTPOIIb, 3aXUCT OakaaBpcbkoi poboTH.

6 — lporpamni KomneTeHTHOCTI

IHTerpanbHa
KomneTeHTHIcTb (IHT)

31aTHICTh PO3B’A3yBATH CKJIAMHI CrELiaTi3oBaHi 3amaui Ta IpaKTHYHi
npobiemMn mix yac mpodeciiinoi aismbHOCTI Y rajy3i 3adesneueHHs
inopmaniiinoi Gesnekn i/a6o kibGepbGesnexn, imo XapaKTepHU3y€EThCs
KOMIUICKCHICTIO Ta HENOBHOIO BU3HAYEHICTIO YMOB.

3aranbHi
KomneTeHTHocTi (3K)

3K 1. 3natHicTh 3aCTOCOBYBATH 3HAHHSA Y MPAKTHUHUX CUTyaLlisiX.

3K 2. 3nanns Ta posymiHHA npeaMeTHOi o6macTi Ta PO3YMiHHs
npodecii.

3K 3. 3naTnicte npodeciiino crinkyBaTucs JIEPIKaBHOK Ta 1HO3EMHOIO
MOBaMHU SIK YCHO, TaK i THCbMOBO.

3K 4. BMiHHSA BHSABIATH, CTaBHTH Ta BHDILIYBATH TIpoOaeMu 3a
IPOQECIiHIM CrpsMYyBaHHSM.

3K 5. 3natHicTs 10 mommyky, 06pobieHHs Ta aHami3y iHdopmarlii.

3K 6. 3pmartnicte peaiizoByBaTH CBOi npaBa i OGOB’SI3KM K wWieHa
CYCHifibCTBA, YCBIAOMINOBATH LIHHOCTI TPOMASHCHKOTO (Bi/IBHOTO
JAE€MOKPaTHYHOTO) CYCHUILCTBA Ta HEOOXIIHICTH HOro0 CTAJNOro
PO3BHUTKY, BEPXOBEHCTBA NPaBa, Npas i CBOOO MFOAMHM 1 rpoMaIsHUHA
B YKpaiHi.

3K 7. 3natnicts 30epiratd Ta NpUMHOKYBATH MOpaJibHi, KyJIbTYpHI,
HAYKOBI LIHHOCTI 1 NOCSTHEHHS CYCHiILCTRA HA OCHOBI PO3yMIHHS
ICTOpii Ta 3aKOHOMIPHOCTEH PO3BMTKY MpeaMeTHO! o6nacTi, ii micis y
3araibHIH CHCTEMI 3HAHb PO MPUPOAY i CYCIIiILCTBO Ta Y PO3BHTKY
CYCIINIBCTBA, TEXHIKH i TEXHOJOTIH, BUKOPHCTOBYBATH pi3HI BHAH Ta
(bopMH PyXOBOi aKTMBHOCTI IS AKTHBHOIO BIAMOYMHKY Ta BEIECHHN
3IOPOBOIO CIOCO0Y MUTTH.

daxoBi KOMMNEeTeHTHOCTI
cneujaneHocTi (PK)

@K 1. 3natHicTh 3aCTOCOBYBATH 3aKOHOJABYY Ta HOPMaTHBHO-ITPABOBY
0asy, a TakOX Jep>KaBHi T2 MIXKHAPOIHI BUMOTH, [IPAKTHKH | CTAHIAPTH
3 METOIO 3MifiCHeHHs mpodeciiiHoi AisnbHOCTI B raysi iHdopmaLiiitoi
Ta Kibepbesneku.

@K 2. 3natHiCTh 10 BHKOPHCTaHHS iH(OPMAIHHO-KOMYHIKAIIHHIX
TEXHOJIOTIA, Cyd4acHMX METOHiB i Moxencii inopMauiiinoi Gesnexu
Ta/abo kibepbesiexu.

®K 3. 3patHICT JI0 BHKOPHCTAHHS MNPOTAMHHX Ta MPOrpaMHO-
anapaTHUX KOMIUIEKCIB 3aco0iB 3axucty iHdopmauii B indopmariiino-
TEJNEKOMYHIKaLIHHUX (aBTOMATM30BAHKX ) CHCTEMAX.

@K 4. 3patuicts 3a0e3neuysatv HEmEpEpBHICTH Oi3Hecy 3rigHO
BCTAHOB/ICHOI MONiTHKY 1HhOpMauiiinoi Ta/abo kibepbesnexn.

@K 5. 3natnicts 3abe3nevysatu 3axucT iH(GoOpMaLii, 1o 00pobJIsieThCs
B iH()opMallifHO-TENeKOMYHIKaLi HHIX (aBTOMATH30BAHHX) CHCTEMAX 3
METOK peaizallii BCTaHOBJICHOT MOMITHKK iHdopMaLiiiHoi Ta/abo
Kibepbesneku.




®K 6. 3partHicTh  BiJHOBMIOBATM  IOTATHE ¢yHKUiOHyBaHHS
iH(popMallitHuX, 1H(OpMaLLHHO-TeIeKOMY HiKaLi HHUX
(aBTOMATH30BaHMX) CHCTEM micns  peaizawii 3arpo3, 3AIHCHEHHS
Kibepatak, 36018 Ta BIIMOB PI3HHX KJIACiB Ta OXOKEHHS.

@K 7. 3natwicTs BIpoBa/KYBaTH Ta 3abe3nedyBat (yHKIIOHYBaHHS
KOMIUIEKCHUX CHCTEM 3aXMCTy iH(OpMALii (KOMILIEKCH HOPMATHBHO-
NpaBOBHUX, OPraHi3aUiHHUX T4 TEXHIYHUX 3aCO6IB | METOIB, NpOLEyp,
NPAKTHYHKX TIPUHOMIB T4 1H.)

©K 8. 3paruicts 3pilicHioBatn npoueaypu YOPaBJIIHHA [HUHAECHTAMHU,
TIPOBOMMTH PO3CITiyBaHHS, HAABATH M OLIIHKY.

®K 9. 3parnicts 3pilicHIOBaTH podeciiiHy MisUTBHICTL HAa OCHOBI
BIIPOBAJDKEHOT  cHCTeMM  ynpaBnminHs  inopmauidinoro  Tta/aGo
kibepbesnexoro.

OK 10. 3naTHicTs 3aCTOCOBYBaTH MCTOMH T4 3aC06H Kpuntorpadiunoro
Ta TEXHIYHOrO 3axucTy iH(opMarii Ha 06 ekrax iH(opMariitHoi
IISUTBHOCTI.

®K 11. 3natHicTs BUKOHYBaTH MOHITOPHHI' NIPOLIECiB (DyHKIIOHYBaHHs
1H(popMaLiiHuX. 1H(pOPMALIHO-TENEKOMY HIKAL HHUX
(aBTOMATH0BAHMX)  CHMCTEM  3rimHO  BCTAHOBTEHOI IO TUKY
iHdopMmaniiiHoi Ta/abo kibepbesnexn.

@K 12. 3patHicTh aHami3yBaTH, BHSBISTH T4 OIIHIOBATU MOMKJTHBI
3arposy, ypasnuBOCTI Ta RecTabimi3yiodi YHHHUKH iH(popMariiiHOMy
IpocTopy Ta IH(GOPMAMIAHMM pecypcaMm 3rifHO 3 BCTAHOBJIEHON
NOJITHKOO iH(hopMaLiiiHoi Ta/abo kibepGesnexy.

®axosi KOMNeTeHTHOCTI
npogeciiHoro
cnpamysaHHA (PKC)

Bubipkosi komnonenmu 6noxy 0100 “Kibepbesnexa Komn’iomepnux
cucmem ma mepesyic”

®OKC 1.1. 3HaHHS OCHOBHHX TMiAXOMIB IO oprasizaiii THIOBHX
KOMIUICKCIB Ta 3acob6iB saxucTy indopmauii B iHpOpMALIHHUX i
KOMYHIKaliHHUX CHCTEMaX.

®OKC 1.2. 3HanHS HOBMX BiTYM3HSHMX Ta MDKHAPOIHHX CTAHAAPTiB
inopmaniiinoi 6e3nexu.

@®KC 1.3. 3HaHHs OCHOBHHX Mojeeii YPasNMHBOCTEH, 3arpo3 Ta aTak
ANs OOTPYHTYBaHHS BapiaHTIB MOOYIOBH aBTOMATH30BAHOI CHCTEMU
MOHITOPHHTY  iHOpMaLiliHOi  Gesmeku st IHQOPMALIIMHNX |
KOMYHIKALIHHUX CUCTEM Ta ii OCHOBHHX CKIIaJIOBUX.

®KC 14. 3uanHs TexHONOriH CTBODEHHSI  CHCTEM  3aXHCTy
KOMIT'IOTEPHHX CHCTEM Ta MEpeX Ui pO3poOKM Ta BU3HAYEHHS
3arallbHAX MNPUHUMINE T1OOYAOBH CHCTEM 3aXMCTy, 3aBAaHb Ta
BUXIJHMX JiaHuX, sKi HeoOXiflHO BpaxoByBaTH IIPH  TIPOEKTYBaHHI
CHCTEM 3aXMCTY.

®OKC 1.5. 3nanns mertommk aHanisy, CHHTE3y, ONTHMi3amii Ta
MPOTHO3YBAHHSA SIKOCTI NPOUECIB  ()yHKILIOHYBaHHS 1H(OpMaIiHHUX
MPOLECIB  Ta  TEXHONOTIH B PO3MOUICHHX iH(opmariiiHo-
KOMYHIKAI[IMHUX CHCTEMAX.

@OKC 1.6, 3manns T2 eminmg edextuBHO OmiHIOBATH PH3HKH
NPOHMKHEHHS B IHQOPMALIHO-KOMYHIKAIIHI  cucTeMHM 3
BPaXyBaHHsIM yCiX MOTEHLIHHUX 3arpo3.

®KC 1.7. 3mawHa cyuacHHX WiAXOmIB 10 inenTudikami,
aBTeHTH(iKauii, aBTopm3auii  mpouecie  Ta KOPHCTYBadiB vy
1HdopmaniitHo-koMyHiKatiHIX cUcTeMax,

®KC 1.8. 3nauns cyuyacHHUX MeTOiB 3aXHCTY BIJl PYHHYHOUMX KOMIB B
IH(OPMALIHO-KOMY HiKALIHMX cUCTEMAX.

®KC 1.9. 3HaHHs Ta NpaKTHYHI HABHYKYM BHKOPUCTAHHS 1 3aXHUCTY
XMApHHX TEXHOJIOI'H B iHOpMaLiiiHO-KOMYHIKALIHIX CHCTEMAX.
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©KC 1.10. 3uauns 3 po3pobkw, anMIHICTPYBaHHS Ta 3aXMCTy
posnonineHoi Gasu aaHmMx, sk CYKYNHOCTI B33€MOIOB’SI3aHHX 023
JAAHHX, POSTIOAUICHHX Y KOMIT FOTEPHIl MepeiKi.

®KC 1.11. 3nanns ocHos KOMIT'HOTEPHUX EKCIIEPTH3 TA BUSBJICHHS
WIKIUTHBOTO MPOTrPAMHOT0 3a6e3MeyeHHS.

Bubiprosi komnonenmu onoky 0200 “Cucmemu mexuiunozo
3axucmy inghopmayii, aemomamusayia it obpobxu”

®KC 2.1. 3parnicts OOIpYHTOBYBAaTH Ta peani3oByBaTH cucTemy
3aXMCTy IH(OpMALIHUX pecypciB 3 0OMekeHuM JIOCTYIIOM Ha
ob'exrax indopmaLiiHOi KisIbHOCTI.

DKC 2.2, YMiHHS NpOBOIMTH aTecTaiiio (cuparouncs Ha o6tk Ta
0DCTEXEHHS) pesxUMHIX TEPUTOPIi (30H), IPUMILLEHB TOWIO B yMOBaxX
AOACPHKAHHSI  PEXUMY CEKPETHOCTI i3 dikcyBaHHsM pe3ynbTaTiB y
Bi/INOBIAHKX HOKYMCHTAX.

®KC 23. YminHs 3niiicHioBaTH OWIHKY BIAMOBIAHOCTI CHCTEMH
3axXuCTy iH(opManii aBToMaTH30BaHOI cHCTEMH CBOEMY NPU3HAYEHHIO
Bi/IMOBI/IHO 10 BUMOT Ai10UMX CTaHAapTIB.

®KC 2.4. 3narHicTs 10 BUKOpHCTaHHS 3ac06iB 3aXHMCTy MPOrpaMHOTO
3a0e3NEUeHHs  Bil  HECAHKIIOHOBAHOIO KOMIYOBAHHS,  BILIMRY
KOMII"FOTEPHHX BIPYCiB TOLIIO.

©KC 2.5. 3patHicts 10 3milicHeHHs TexHiuHOro obcyroByBanHs,
KOHTPOJIIO 1 IIarHOCTHKK KOMILIEKCHOI CHCTEMH 3axMCTy iH(popmaii B
oprasisaii.

®KC 2.6. VYwmiuus OynyBatu Ta BHKOPHCTOBYBATH KOMILIEKCHY
CHUCTEMY 3aXHCTY iH(popMaLii B opraHizarii,

OKC 2.7. Yminns opranisysatu MOHITODHHT CTaHy iH(opMawiiinoi
CHCTEMH Ta aHANli3yBaTH NOPYLIEHHS iHpOpPMAaLiiiHOi Gesmnexu.

@®KC 2.8. 3nathicTs BUKOHYBATH CIIELiaJIbHI JOCIIIUKEHHS TEXHIYHUX |
TporpaMHoO-anapatHUX 3acobiB  3axucty 06po6Ku iH(popmManii B
iHopMaiiiHO-TeneKOMy HIKALIHHUX CHCTEeMax,

OKC 2.9. Ywminns awamizysatw summ i dbopmu  iHopMarii, mo
TIONAak0Th Tijl 10 3arpo3; BUIM, METOMM 1 LUIAXH peanizauii 3arpo3
Ha OCHOBI aHami3y CTPYKTYpH Ta aMicTy iH(opManiiinux mporecin
HiANPHEMCTB, YCTaHOB, Oprauisauniii, 1ineii ta 3aBnanb iX AILIBHOCTI.
OKC 2.10. Vminus NOPOTHO3YBaTH CTaH IH(OpPMaLiiiHOi Gesnexu
MiIMPHEMCTBA,  YCTAHOBH, opraizalii i  BU3HAYATH  BIUIMB
e()EeKTUBHOCTI 3aliTHHUX 3aXO0/iB i 3aC06iB TEXHIYHOTO Ta POrPaMHOro
3axucTy iHpopmari.

®KC 2.11. Bonomiuus mnocsigom V4acTi y INpOBENEHHI atecTaiii
O0'eKTiB, TIPHMIICHD, TEXHITHHX 3aco0iB, CHCTEM, mOporpam i
AITOPUTMIB HA TIPEAMET BIANOBIAHOCTI BHMOIAM nepikaBHuX abo
KOpPHopaTMBHUX HOPMATHBHUX JHOKYMEHTIB MO0 3axXucTy iH(opmMarii.
Buobipxosi komnonenmu 6noxy 0300 “Ynpaeninna inhopmauiiinoro
besnexoro”™

®KC 3.1. 3pmarmicts euxopmcToByBaTH npodeciiino-npodineopani
3HAHHA i NPaKTUYHI HABMYKY 11s1 BUpiLIEeHHs NMPaKTHYHUX 3aBAaHb B
rajysi yrnpasiHHs iHGOPMALiHHO 6e3MeKoro.

®KC 3.2. 3patnicts 00rpyHTOBYBAaTH Ta peanizoByBaTH CHUCTEMY
3aXMCTY IHOOPMAUIHHUX pecypciB 3 OGMEKCHUM JIOCTYTIOM  Ha
ob'exrax inopmauiiinoi mismbHOCTI.

®KC 3.3. YMiHHS NpoBOLHTH aTecTalifo (cnmparouncs Ha o6k Ta
OOCTEXEHHS) PeKUMHHX TEPUTOPIii (30H), IPUMILLEHD TOIIO B yMOBaxX
AOACPXAHHS PEXHMY CEKPETHOCTI i3 (iKCyBaHHM Pe3yJbTATIB y
BIJITIOBITHUX JIOKYMEHTAX. N
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OKC 3.4, VMiHHS aHATI3YBATH PU3MKM IS OLIHKU PEabHUX 3arpos
NIOPYLIEHHS 3aXMCTY Ta OXOPOHH.

PKC  3.5. 3pammicts  3jificHioBaT  mpaBoBe  3aGe3NcucHHS
indopmawiiinoi  Hesnexy, IIPOTHO3YBaHHA Ta MOJIENIOBAHHS B
coranbHii chepi.

®KC 3.6. 3patnicts cTBOpIOBATH, BIIPOBAJKYBATH, MOHITOPHTH Ta
BOOCKOHAIOBATH CHCTEMY MEHEDKMEHTY iH(OPMaLiiiHOi Ge3neku
HIANPHEMCTBA (yCTAHOBH ).

®KC 3.7. Yminus pearyBati Ha iHIMAEHTH iH{opMaiiiHoi Ge3nexu;
®KC 3.8. 3patnicts npoBoawTH ayIUT TIATPHEMCTB (YCTAHOB) 3a
iH(opMariiiHor 6e3nexoro.

OKC 39. Vwminus 36upatu Ta amamisysaty Buxizmi nami ast
MPOCKTYBAHHA CHCTEM 3aXMCTy iH(OpMALil, BH3HAYATH BUMOTH,
3RIACHIOBATH NOpIBHANBEMUH aHagis TMHACHCTOM 34 NOKa3sHUKaMH
iH(popMaLiiHOi Ge3mexu.

®KC 3.10. Yminns oprawmizoByBatn i MIATPUMYBATH BHKOHAHHSA
KOMIUICKCY 3aXOMiB 3 iH(opmamiiiHoi Gesneku, ynpapistu TIPOLIECOM
iX peanizaitii 3 ypaxyBaHHsIM BUDIIlyBaHHX 3aBAAHD i OpraizauiiHoi
CTPYKTYpu 06'eKTa 3aXMCTY, 30BHIINHIX BIUIUBIR, WMOBIDHUX 3arpo3 i
PIBHS PO3BHTKY TEXHOJNOTiH 3aXHCTY iH(hopMalii.

@KC 3.11. Yminus dopmyBaTH KOMIUIEKC 3aXOMIB 3 1H(pOpMaLiiHoi
Oesnekn 3 ypaxyBamHSM  HOro mpaBoBoi OOTPYHTOBAHOCTI,
aAMIHICTPATHBHO-YIIPABIIHCHKOI,  TEXHiUHO| peani3oBaHOCTI  Ta
€KOHOMIYHOI JOLibHOCTI,

Bubipkosi komnouenmu 6noxy 0400 “Aominicmpyeanna cucmem
Kibepbesnexu”

®KC 4.1. Bonogiaua Men0Tox0M0raMH MPOBEICHHS OLIHKH PH3HKIB
Ta TNpOAKTUBHOTO BWABICHHHS 3arpo3, BMiHHS ineHTHQIKyBaTH
Bpa3nuBoCTi iH(pOpMaliiiHoi Gesnekn Ta 3acTOCOBYBaTH edexTuBHI
THCTPYMEHTH 118 iX TIOMSTLIEHHSL.

®KC 4.2. Vmiung manucatd nomitaky xibepbesrnexu Ha 06 ekTi
iH(opmaniitHoi AisbHOCTI, CIMparoYKcy Ha MDKHApPOJHI Ta BITYM3HSHI
CTaHIAPTH, A TAKOK 3aCTOCOBYBATH KPALLli iCHYIOUI MPAKTHKH.

®KC 43, VYMiHHg npamoBaTH i3 iHIMIEHTaMM iH(opmauiinoi
OE3MeKH, BHKOHYBATH iX OLIHKY, BM3HAYATH NPIOPUTETH Ta
AHaJI3yBaTH IHIHIEHTH.

©KC 4.4. 3patmicts onpanpoByBaTH Ta aHami3yBaTH KypHAIU
peecTpauii noaii, yMiHHS pO3pOOISTH CHHTAKCHYHI aHaJN3aToOpPH.

@OKC 4.5, YMinHs BUSBISATH WIKiUTMBE nporpamue 3abesneueHHs Ta
3AATHICTh 34CTOCOBYBATH MPHHLIAIIH | METOAUTH e(PEKTHBHOI NPOTHII.
®KC 4.6. Ymiuns nposoautu KPHMIHAJICTUYHY €KCIEPTH3Y CJIimiB
kibepatak B KiGepHeTHUHOMY HPOCTOPI.

@KC 4.7. YMinns pospobista IIPOrpamMHe 3a0€3MeYeHH i3 BUSBICHHS
WKIIMBUX TIPOrpaM i kibepatak.

®KC 48 3narmicts 3a6e3neuypaty  3axmer indopmauii, o
obpobnserscs B cucreMax kibepbesnekn, 3HCHIOBATH
AAMIHICTPYBaHHSA TAKHUX CHCTEM Ta iX CKCILTyaTaLio.

®KC 4.9. 3narnicts BUKOHYBATH MOHITOPHHT JIaHHX, KOMIT IOTEPHHX
3JI0BXKHMBaHb Ta AHOMAJIIH.

®OKC  4.10. YMiuua  awanizysau indopmauito,  Hamany
IHpOPMALIHHUMH CHCTEMAMM, 3 METOH) BHSIBJICHHS THIIOBUX O3HaK
MOJUIMBOTO HECAHKLLIOHOBAHOTO MOCTYITY.

@KC 4.11. Yminna s3mificHioBaTH anMIHICTPYBaHHS  MiJCHCTEM
indopmaniiiHoi Gesnekn 06'exTa, a TAKOXK TiICHCTEM nepenayvi JaHux.
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7 —Pe3ynbTaTi HaBYaHHSA

3HaHHA (3H)

3azansri no cneyianbHocmi:

3H 1. 3acTocoByBaTH 3HaHHsA JEPXKaBHOI Ta IHO3€MHOI MOB 3 METOIO
3abe3neyeHHs edeKTUBHOCTI podeciitnol KoMyHiKalii.

3H 2. OpranizoByBaTd BiacHy npodeciliny misubHICTh, obupaTH
ONTHMallbHI ~ METOAM Ta CHOCOOH  pO3B’A3yBaHHA  CKIAJHUX
Creliali3oBaHMX 3a/lad Ta TPaKTHYHHX TIpoGieM Yy npodeciinin
IIANBHOCTI, OL[IHIOBATH iXHIO e()eKTHUBHICTb.

3H 3. BUKOpHCTOBYBATH pe3yJIbTaTH CAMOCTIHHOTO [TOLIYKY, aHATi3y Ta
cuHTe3y iHQopManii 3 pi3HEX JDKepen Ui e(EKTUBHOrO pilIeHHs
CIeNiali30BaHuX 3a/1a4 NpodeciiHol AisIbHOCTI.

3H 4. AmnanizyBatw, apryMeHTYBAaTH, NPHMMATH PpIlleHHS TPH
PO3B’A3aHHI CKJIAJIHUX CIENiaTi30BaHUX 3aa4 Ta MPaKTHYHUX pobiem
y mpodeciiiHif AiSIBHOCTI, SKi XapaKTepH3yIOTHCA KOMILUIEKCHICTIO Ta
HETIOBHOIO BU3HAYEHICTIO YMOB, BiATIOBIAATH 3a MIPHIHATI pillicHHS.

3H 5. AnanTyBatHcs B yMOBax yacTol 3MiHH TeXHOJIOrH npodeciiinoi
JisIBHOCTI, TIPOTHO3YBATH KiHIIEBHI pe3yJIbTaT.

3H 6. KpuTH4HO OCMHCIIIOBATH OCHOBHI TeOpii, NPUHUMIK, METONHM i
NOHATTA y HaBYaHHi Ta npodeciiiHiii AisabHOCTI.

3H 7. Jliath Ha OCHOBi 3aKOHOJABYOi Ta HOPMATHBHO-IIPABOBOI 6Ga3u
YKpaiHH Ta BHMMOI BiJNOBiIHHX CTaHJApPTiB, y TOMYy YHCIHI
MIXHAPOJHHX B ranysi inpopmatiiinoi ta/abo kiGepGesnexu.

3H 8. ToryBaTW mpomosuuii g0 HOPMAaTHBHMX aKTiB IIOJO
3abe3neueHns iHpopManiifHoi Ta/abo kibepbesneku.

3H 9. BnpoBamxkyBaty npoiecu, 1o 06a3yloThesi Ha HAIIOHATLHUX Ta
MDKHApOJHHX CTaHAApTaX, ineHTH(IKalii, aHali3y Ta pearyBaHHsA Ha
iHIMIEeHTH iHpopMaNiiiHoi Ta/abo kibepbesmnexu.

3H 10. BuxonyBaTdH aHami3 Ta JAeKOMHO3uLil0 iHdopMaliiHo-
TeNeKOMYHIKaIliiHAX CHCTEM.

3H 11. BukoHyBaTH aHaji3 3B’A3KiB MK iH(pOpMauifiHuMu mpoLiecaMu
Ha BiJaleHHX OOYHCIOBAIbHUX CHCTEMAX.

3H. 12. Po3po6usiTi MOJiesi 3arpo3 Ta Mopy LIHUKA.

3H. 13. AmnanmizyBaTH mNpoekTd iH(poOpMaLifiHO-TeIeKOMYHIKaI[iHHIX
cucTeM 0asyrouuch Ha CTAHJAPTH30BAHHX TEXHOJIOTIAX Ta MPOTOKOJIAX
nepeaayi IaHMX.

3H. 14. Bupimypatu 3aBOaHHs 3aXHCTy Nporpam Ta iHdopmaii, 1mo
o0pobnsieTbes B iHbOpManifHO-TENEeKOMYHIKALIMHUX  cHcTEeMax
NpOorpaMHO-anapaTHUMH 3acobaMy Ta IaBaTH OLIHKY Pe3yJbTaTHBHOCTI
AKOCTI IPUMHATHX pillleHb.

3H. 15. BukopHcTOBYBaTH CydacHe NpOrpaMHO-anapTHe 3abe3neyeHHs
3aco0aMu Ta JaBaTH OLIHKY pe3yJIFTATUBHOCTI SKOCTI NpPUHAHATHX
pillieHs.

3H 16. PeanisoByBaTH KOMIUIEKCHi CHCTEMHM 3axHcTy iH(opmanii B
aBromaruzoBanux cucremax (AC) oprauwisaunii (mignpueMcrsa)
BIJINOBI/THO 10 BUMOT HOPMATUBHO-NIPaBOBUX IOKYMEHTIB.

3H 17. 3abesnedyBaT mpouecu 3axucTy Ta (QYHKUiOHYBaHHA
indopmaliifiHo-TeneKoMyHiKaliiHMX (aBTOMATH30BaHMX) CHUCTEM Ha
OCHOBI NMPAaKTHK, HABUYOK Ta 3HAHb, LIOJ0 CTPYKTYPHHX (CTPYKTYpPHO-
JIOTIYHHMX) CX€M, TOMOJIOTii Mepexi, CyyacHHX apXiTeKTyp Ta Mopeneii
3aXMCTY €JIeKTpOHHHMX iHdopManiliHux pecypciB 3 BimoGpaxkeHHAM
B3aE€MO3B’13KiB Ta iH(opMaliifHUX MOTOKIB, MPOLECIB /I BHYTPILIHIX i
BiIAJICHUX KOMIIOHET.

3H 18. BHKOpHCTOBYBaTH TpOTPaMHi Ta MpPOrpaMHO-amapaTHi
KOMILJIEKCH 3aXHUcTy iHdopMailifHuX pecypcis.

10




3H 19. 3actrocoByBaTu Teopii Ta METOOM 3aXUCTy Ui 3abe3nedyeHHs
Oesnexu iHdopMalii B iHpopMalifiHO-TeIeKOMYHIKaI[ITHIX cHCTEeMaX.
3H 20. 3abesneuyBatH (yHKIIOHYBaHHA CIELIAJBHOIO NPOTPaMHOTO
3abe3reyeH s, Moo 3aXUcTy iH(GopManii Big pyHHYIOUMX TPOTPAMHMX
BIUIMBIB, pyliHyIOUMX KOHiB B iH(opMauiiHO-TeNleKoMyHiKaIiHHUX
CHCTEMAX.

3H 21. BupinryBaTu 3ajiaui 3a6e3neueHHs Ta CynpoBoay (B T.4.: OIS,
TECTYBAaHHs, IiJ3BITHICT) CHUCTEMHU YINpPABIiHHA [IOCTYHNOM 3TiHO
BCTAHOBJIEHOI MOJITUKK Oe3neku B iHpopMauiiinux Ta iHdopmairiiiHo-
TENEKOMYHIKaIiifHUX (aBTOMATH30BaHUX) CHCTEMAX.

3H 22. BupimyBaTtu 3ajaui ynpaBiiHHA Ipoueaypamu igeHTH(DIKaILii,
apTeHTH(IKAlil, aBTOpHM3alii M[pPOUECiB 1  KOPHCTYBa4YiB B
iH(hOpMaLiHO-TeIeKOMYHIKAI[IfHHX CHCTeMaX 3TilHO BCTAHOBJIEHOT
NOJNITHKY iH(popMaLiiiHoi i/abo Kibepbesnexu.

3H 23. PeanmizoByBaTH 3aXOAH 3  IPOTHIII  OTPUMAHHIO
HECaHKIIIOHOBAHOT'O JOCTYITy A0 iHGOPMALiifHUX pecypciB i Npolecis B
iHpopmaniitHux Ta iHdopMauiliHO-TeeKOMy HiKal[iHHIX
(aBTOMaTH30BaHUX) CHCTEMAX.

3H 24. BupimyBaTu 3a/adi yIpaBIiHHA JOCTYIIOM 10 iHGOpMAIiHHHX
pecypciB  Ta mpoueciB B iHpopMauiiiHux Ta iHpopMaliiiHO-
TeJIEKOMYHiKaLlifHUX (aBTOMAaTH30BaHHUX) CHCTEMAaX Ha OCHOBI MoJesei
yTpaBIiHHA JOCTYIIOM (MaHAATHHX, TUCKPELIHHMX, POJIbOBHX).

3H 25. 3abe3nedyBaTH BBeNEHHs MiJ3BITHOCTI i CHCTEMH YIIpPaBIiHHS
JIOCTYIIOM JI0 €IEKTPOHHHX iH(poOpMaliiiHuX pecypciB i mpoueciB B
indopmaniiaux Ta iHpopMaIiiHO-TeleKOMY HiKaLiHHIX
(aBTOMATH30BaHMX) CHCTEMaX 3 BUKOPHCTAHHAM )KYPHAIIB peecTparii
TI0/1ilf, X aHaJIi3y Ta BCTAHOBJICHHX MPOLELYD 3aXUCTY.

3H 26. BnpoBamiyBaTy 3ax0/11 Ta 3a0e3nedyBaTH peasisaililo Npoiecis
HONEPeDKEHH OTPUMAHHIO HECAaHKLIOHOBAHOTO JOCTYILY i 3aXHCTY B
iH(opmarifiamx Ta iH(opManiiHO-TeneKOMy HiKaI[ifHUX
(aBTOMAaTH30BaHMX) CHCTEM Ha OCHOBI €TAJOHHOT MOJENi B3aeMOZIi
BIZIKDHUTHX CHCTEM.

3H 27. Bupinrysaty 3afadi 3aXHCTy MOTOKIB JaHUX B iHpOpMAI[iHHUX
Ta indopmManiiiHO-TeNneKOMy HikalifHUX (aBTOMATH30BaHHUX) CHCTEMAX
3H 28. AmnamisyBaTM Ta NpPOBOAMTH OLIHKY €(EKTHBHOCTI Ta piBHs
3aXHMINEHOCTI pecypciB  Ppi3HMX KiIaciB B  iHdopMamifiuux Ta
iHpopMaLliiiHO-TeNeKOMY HiKaI[IHHUX (ABTOMATH30BaHHUX) CHCTEMAaX B
XOAl TpOBENEHHS BHIPOOYBaHb 3TiAHO BCTAHOBJEHOI IOJITHKA
indopmaniiiHoi Ta/abo kibepbesmexm.

3H 29. 3pificHIOBaTH OLIHIOBaHHS MOXIJIMBOCTI peajiiallil MOoTeHIiHIX
3arpo3  indopmaitii, mo  o6pobnseTecs B iHdOpManiiHo-
TEJICKOMYHIKAIlIHHMX CcHCTeMax Ta e(eKTHBHOCTI BHKOPHUCTaHHS
KOMIUIEKCHHX 3aco0iB 3aXMCTy B yMOBaX peasisallii 3arpo3 pi3sHHX
KJ1aciB.

3H 30. 3pilicHioBaTd OWIHIOBaHHA MOXIMBOCTI HECAHKI[IOHOBAHOTO
JOCTYIIy JI0 €JIEMEHTIB iH(OpMaLifHO-TeTeKOMYHIKalifHIX CHCTEM.
3H 31. 3actocoByBarH Teopii Ta METOQH 3aXHCTy s 3abe3nedeHHs
6e3nexu eneMeHTIB iHOPMAIiHHO-TEIEKOMYHIKALIIAHAX CHCTEM.

3H 32. Bupimysaru 3ajaui ympaBiiHHS MPOIECAMH BiJHOBJIEHHS
IITATHOrO  (YHKIiOHyBaHHA  iH(opmamiiiHO-TeleKOMyHiKalliifHuX
CHCTEM 3 BHKOPHUCTAHHSIM TIpOLEAYyp pe3epBYBaHHIM  3TiIHO
BCTaHOBJICHOI MONITHKH Oe3MeKH.

3H 33. BupimyBatu 3amaui 3abesrnedenns Oe3srnepepBHOCTI GizHec
IIpoIieciB OpraHisauii Ha OCHOBI TeOpii PU3HKIB.
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3H 34. Tlpuiimatu yuacth y po3poOui Ta BIpPOBaKEHHI cTpaTerii
iH(opmaitiiiHoi Ge3neku Ta/abo kiGepOesnexku BiAMOBIAHO m0 HileH i
3aBJlaHb OpraHizarii.

3H 35. Bupimysaru 3ama4i 3a0€3MeUeHHs Ta CYNPOBOIY KOMILIEKCHHUX
CHCTEM 3aXUCTy iH(opMaIllil, a TAKOK MPOTUAIATH HECAHKI[IOHOBAHOMY
nocTymny mo iHdopmaniiiHux pecypciB i npoueciB B iHpopMauiiiHuX Ta
indopmaniiiHo-TeNeKOMyHIKalliiHUX  (aBTOMAaTH30BaHHX) CHCTEMaX
3TiJIHO BCTAHOBJICHOI NOJIITHKK iH(popMaLiitHoi i/a60 kibepbesnexu.

3H 36. BusiiaTy HeOe3neuHi CUTHAIM TEXHIYHUX 3aC00iB.

3H 37. BumipioBatn mnapaMeTpu HeOe3NeuHHX Ta 3aBaJOCTIMKHX
CHTHANIB Ml Yac iHCTPYMEHTAJIBHOTO KOHTPOJIO MPOLECIB 3aXHUCTY
indopmarii Ta BH3HAUATH edeKTHBHiCTH 3axMcTy iH(OpMAaIii Bif
BHUTOKY TEXHIYHMMH KaHaJaMM BiNNIOBiJHO IO BHMOT HOPMATHBHHX
JIOKYMEHTIB CHCTEMH TEXHIUHOTO 3aXKCTy iH(opMartii.

3H 38. IurepmperyBaTH pe3yJbTaTH IMPOBEICHHS CIEMialbHUX
BUMIDIOBaHb 3 BHKODHUCTaHHAM TEXHIUYHHMX 3ac00iB, KOHTpOJIO
XapaKTEePUCTHK iHpopMalliifHO-TeNeKOMY HiKalliiftHMX CHCTEM
Bi/ITIOBIJTHO 10 BUMOT HOPMATHBHHX JIOKYMEHTIB CHCTEMH TE€XHIYHOTO
3axMCTy iHpopMarrii.

3H 39. IIpoBoauTu aTecTalito (Cnuparoyrch Ha 00K Ta 00CTEKEHHS)
PEXHMMHHX TEpPHUTOpii (30H), MPUMIIEHb, TOLUIO B YMOBaxX MOAEPKAHHS
PEXHMY CEKPETHOCTI i3 (iKCyBaHHSAM pe3yJbTaTiB y BiAIOBiAHHX
JOKYMEHTax.

3H 40. IutepnperypaTé pe3yJbTaTH MPOBEACHHS CIeELialbHUX
BHMIpIOBaHbh 3 BHKODHCTAHHAM TEXHIYHHX 3acO0iB, KOHTPOJIO
xapakrepucTuk ITC BiAnoBiiHO 10 BUMOT HOPMATHBHHUX JIOKYMEHTIB
CHCTEMH TEXHIYHOIO 3aXHUCTy iHpopMmarii.

3H 41. 3abe3neuyBaTH HemepepBHICTh MPOLECY BEJEHHS KypHAaliB
peectpauii mnoxiif Ta I{HUWAEHTIB Ha OCHOBI aBTOMAaTH30BaHHX
IpoLEeyp.

3H 42. BripoBapKyBaTy NpOLeCH BUABJIEHHS, iieHTU]IKaLii, aHai3y Ta
pearyBaHHs Ha iHIMJEHTH iH(opMariitHoi i/abo kibepOesnekw.

3H 43. 3acrocoByBaTH HaLliOHAJIBHI Ta MDKHAPOHI PETYJIFOOY] aKTH Y
chepi  indopmauiiiHoi  Oesmexku  Ta/aGo  kiGepbesnexku A
PO3CIiTyBaHHs iHIUIEHTIB.

3H 44. BupimyBatu 3amaui 3aGesmedeHHs OGesnepepBHOCTI 6Gi3Hec-
NpoLEeciB OpraHizailii Ha OCHOBi Teopii PH3WKIB Ta BCTaHOBJIEHOI
CHCTeMHM  ynpaBliHHA iHpopMaliifHOIO  0e3meKor, 3rigHo 3
BITYM3HAHUMH Ta MDKHapPOXHAMM BUMOTaMH Ta CTaHIapTaMH.

3H 45. 3acTocoByBaTH pi3Hi KJIacH MONITHK iH(OpMaiiiHoi Ge3neku
Ta/abo kibepOesmekn, mo 06a3ylOTbCid HA PUKK-OPIEHTOBAHOMY
KOHTPOJIi JOCTYMy /10 iHhOpMalLiiiHMX aKTUBIB.

3H 46. 3pificHioBaTd aHanmi3a Ta MiHiMi3aLilo pH3MKiB 06po6KM
iHpopMmanii B iHpopMaiiiHO-TeIeKOMY HIKAL[IHHHUX CHCTEMaX.

3H 47. Bupimysatu 3ama4i 3axucty iHdopmalii, o o6pobaserscs B
inpopMmanifiHO-TeNeKOMy HIKAIIiHNX ~ CHCTeMax 3 BHUKOPHUCTAHHAM
Cy4acHHMX METOAIB Ta 3aco0iB KpunrorpadigHoro 3axucty ingopmarii.
3H 48. BuKOpHCTOBYBaTM BIPOBADKEHHS Ta MiATPUMKY CHCTEM
BUABJICHHS ~ BTOPIHEHb T4  BUKODHUCTOBYBATH  KOMIIOHEHTH
KkpunTorpadiyHoro 3axucty mis 3abe3medeHHs HEOOXIJAHOro piBHA
3axuiieHocTi  iHdopmanii B iHdopmariiiHO-TeleKOMyHIKaLiHHEX
cUCTeMax.

3H 49. 3abe3neuyBaTu HanexHe QYHKI[IOHYBaHHS CHCTEM MOHITOPHHIY
indopmMauiiiHux  pecypciB i mpomeciB B indopmaniiiHo-
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TEJEKOMYHIKaLlIHHUX CHCTEMaX.
3H 50. 3abe3neuyBatu (yHKIIOHYBaHHS NPOrpaMHUX Ta MPOrpaMHO-
anapaTHUX KOMIUIEKCIB BHABJICHHA BTOPTHEHb Pi3HMX PiBHIB Ta KJaciB

(CTaTHCTUYHUX, CUIHATYPHUX, CTATHCTUYHO-CUTHATY PHHX).

3H 51. [IligtpumyBatu  mnpauesjatHicTe Ta  3a0e3nedyBaTu
KOH(IrypyBaHHS CHCTEM BHSBJIEHHS BTOPTHEHb B iH(OpPMAIiliHO-
TeNeKOMY HiKaI[iHHIUX cucTeMax.

3H 52. BuxkopucToBYBaTH iHCTpyMEHTapiii 11 MOHITOPHHTY NPOILIECiB
B iH(popMaIiifHO-TETeKOMYHiKaI[IMHHX CHCTEMAX.

53. BupimyBaTu 3ajavi aHaylily NpPOrpaMHOrO KOAy HAa HAgBHIiCT
MOMUTHBHX 3arpo3.

3H 54. VceigommoBaTH LIHHOCTI TPOMAIIHCHKOTO  (BLIBHOTO
NEMOKpPAaTHYHOI0) CYCIUTBCTBA Ta HeOOXifHICTH #oro crajoro
PO3BUTKY, BEPXOBEHCTBAa TMpaBa, mpaBa 1 CBOOOJA JHOJAMHHA i
rpoMaasiHiHA B Y KpaiHi.

Hna oaoky 0100 “Kibepbesnexa komn’iomeprux cucmem ma mepexc”
3H 1.1. 3abe3nedyBatH mpolecH 3axMCTy Ta (YHKIIOHyBaHHS
iH(opMaliiiHO-TeleKOMyHiKalliHHUX (AaBTOMAaTH30BaHHX) CHCTEM Ha
OCHOBI NPAKTHK, HABMYOK Ta 3HaHB, IIOJI0 CTPYKTYPHHX (CTPYKTYpPHO-
JIOTIYHHX) CX€M, TOTONOTII Mepexi, CyuacHHX apXiTeKTyp Ta Mozelnei
3aXMCTy €JIEKTPOHHMX iH(OpMaliiiHuX pecypciB 3 BimoOpakeHHAM
B3a€MO3B’3KiB Ta iHGOpMAaILIHUX MOTOKIB, MPOLECIB IS BHYTPIIIHIX i
BilTAJIEHUX KOMIIOHET.

3H 1.2. 3abe3nevyBaT (QyHKI[IOHYBaHHS CIEI[iabHOTO MPOrPAMHOIO
3a0e3neYeHHs, IO/I0 3aXUCTy iH(opMaLiil BiJ pyHHYIOUMX TPOrPaMHHX
BILUIMBIB, pyHHYIOUMX KOHIB B iH(opMaLiiiHO-TeleKOMyHIKaIiHHIX
CHCTEMaX.

3H 1.3. BupimyBaru 3agaui 3axucty iHdopMalil, 1mo o0poOIseTses B
iHpOpMaNifiHO-TETEKOMYHIKALIHHUX ~CHCTEMaX 3 BHUKOPMCTAHHAM
Cy4acHHX METOZIB Ta 3aco0iB KpunTorpadigHoro 3axucTy iHpopmariii.
3H 1.4. BHUKOpHCTOBYBAaTH BIPOBa/DKEHHS Ta MiJTPHMKY CHCTEM
BUABIIEHHS  BTOPTHEHb  Ta  BHKOPDHUCTOBYBATH  KOMIIOHEHTH
KpunrorpagiyHoro 3axucty s 3abe3nedeHHS HEOOXiAHOro piBHA
3axumieHocTi  iHdopmanii B iHdopMauiiiHo-TereKOMyHiKaIlIHHIX
cHCTEMaX.

3H 1.5. 3abesneuyBatu HajexHe (QYHKI[IOHyBaHHS  CHCTEM
MOHITOPHHTY iH(pOpMalilfHUX pecypciB i mpoueciB B iHdopMaiiiHo-
TeJIeKOMy HiKallifHIX cHcTeMax.

HAna 0200 “Cucmemu  mexuiunozo saxucmy  inopmayii,
asmomamusayin ii 06pobru”

3H 2.1. 3paTHiCTh BUKOPHCTOBYBAaTH YMIHHS 33 €KCHEPHUMEHTAIbHUMH
pO3paxyHKaMHM XapaKTepUCTHK i BHOOPOM eJIEMEHTIB KOHKPETHOL
aBTOMAaTHU30BAHOI CHCTEMH 3 ypaxyBaHHAM 3ale3neueHHs HeoOXiaHOro
PiBHA 3aXHCTy iH(opMaIlii B opraisamii (Ha mianpuemMcTsi);

3H 2.2. YmiHHs 3aCTOCOBYBAaTH 3HAHHS TEXHIYHUX XapaKTEPHCTHK,
KOHCTPYKIIAHUX OcOOIMBOCTEH, PU3HAYSHHS | TIPAaBWI eKCIUTyaTamii
yCTaTKyBaHHA Ta oOOJagHaHHSA [ BHUpIMICHHS TEXHIYHMX 3a/a4
CIIENiaJIbHOCTI,

3H 2.3. BosoniHHA TNpaBOBHMHM Ta HAYKOBO-OpraHi3aliiHAMHI
OCHOBaMH TIPOBEJIEHHS JIilleH3yBaHHs, artecTalii Ta ceprudikanii
00'exTiB 3axucty iHdopmarii;

3H 2.4. 3panHs MaTeMaTHYHMX METOMNIB ONTHMizamii 3 MeTorw

13




OJIepKaHHS HAMKpaIuX XapaKTepUCTUK (YHKIIOHYBaHHS 3acoliB Ta
CUCTEM;
3H 2.5. 3HaHHA MaTeMaTHYHMX MoJeNied 3aBiaHb 3a0e3ne4yeHHs

iHbopMawiiiHOl Ge3neku Ta 3aXucTy iHpopMarii.

Hns 6noky 0300 “Ynpasninua ingpopmayiiinoro 6e3nexoro”

3H 3.1. 3HaHHA cydYacHMX MOCATHEHb IHHOBALIMHMX TEXHOJIOriH B
raiysi inpopMauiftHux TeXHONOriH, KibepOe3neku Ta ynpaBIiHHS,

3H 3.2. 3HaHHA i pO3yMiHHA HayKOBHX NpPHUHIHIIB, IO JIEKATh B
OcHOBI KibepOe3neku Ta iHbopMalliiiHUX TeXHOJIOTi;

3H 3.3. BonoiHHg MeTojaMH 3arajJbHOHAYKOBOTO aHajizy y cdepi
1H(hopMaLiiiHUX TexXHOJOTiH Ta iHhopMaliitHoi be3mexu;

3H 3.4. 3patHicTh NpPOAEMOHCTPYBATH 3HAHHA Ta PO3YMIHHA
METOZONOTiH TPOEKTYBaHHs, BIJNOBIIHMX HOPMAaTHBHUX HOKYMEHTIB,
YMHHHUX CTAHIAPTIB 1 TEXHIYHUX YMOB;

3H 3.5. 3paTHiCTh MPOBOAUTH ayauT KibepOe3neku, Bu3HayatH npodiii
3aXMIIEHOCTi Ta 3arpo3d Ha MiANPHEMCTBAX Ta YCTAHOBAX Pi3HOTO
TpH3HAYeHHSI.

Hna 6aoky 0400 “Aominicmpysanna cucmem Kivepbesnexu”

3H 4.1. 3HaHHA TEXHOJIOTiH CTBOPEHHS CHCTEM 3aXHCTY KOMIT IOTEPHHX
CHCTEM Ta MEPEX Ui pO3pOOKU Ta BH3HAUEHHS 3aTalbHUX TPHHIUIIIB
noOy0BY CHCTEM 3aXHUCTY, 3aBJaHb Ta BUXIIHAX JaHMX, AKi HEOOXiIHO
BPaxOBYBAaTH MPH MPOEKTYBaHHi CHCTEM 3aXHCTY;

3H 4.2. 3naHHf METOOMK aHalily, CHHTe3y, ONnTuMizaumii Ta
NpPOTHO3yBaHHA AKOCTi nponeciB (yHKIOHyBaHHsS iH(OpMamifiHux
nporeciB  Ta  TEXHONOTiE B  po3noAuTeHHX  iH(opMaliiiHo-
KOMYHiKaLlifHUX cuCcTeMax;

3H 4.3. BupiuryBaTi 3ajaui aHaiizy IpOrpaMHOrO KOJy Ha HAsBHICTh
MOMJIUBHX 3arpo3s;

3H 4.4. 3paTHICTE NPOEMOHCTPYBATH 3HAHHS CYyYaCHOTO CTaHy CIIpaB
Ta HOBITHIX TeXHOJIOTIH B rany3i iHGOpMaUiiHHX TEXHOJOTIH Ta
iHhopMatiiiHol 6e3nexy;

3H.4.5. 3HaHHA IHHOBALIMHMX TEXHOJOriH /Ui 3axucTy iHdopMmanii B
6a3ax naHMX, cUCTeMax nepenaBaHHs iHhopMallii Ta BeG-pecypceax.

KomyHikauia (KOM)

1. yMiHHA CHIKYBaTHCh, BKIIOYAIOYM YCHY Ta MHCHMOBY KOMYHIKAIIiiO
YKpaiHCBKOIO MOBOIO Ta OJHI€I0 3 IHO3eMHHX MOB (@HIIHCEKOIO,
HiMeIbKOI0, (paHIy3bKOI0, ICTTAaHCHKOIO);

2. 30aTHICTE BUKOPDHMCTAHHS PpI3HOMaHITHUX METOXIB, 30KpeMa
iHpOpMaLifHUX TEeXHOJNOTiH, /Uit e(EeKTHBHO CIiJIKyBaHHS Ha
npodeciiiHoMy Ta ColiaIbHOMY PiBHSX.

ABTOHOMIA i
BignosiganbHicTb (AiB)

1. 3maTHICTB afanTyBaTHCh 10 HOBUX CHTYaIliil Ta MpHMMAaTH pillIeHHS;
2. 3MATHICTh YCBiJOMITIOBATH HEOOXiIHICTh HABYAHHS BIIPOJOBXK YCHOTO
JKHUTTS 3 METOIO MNorubieHHs HaOyTux Ta 3700yTTs HOBHX (aXxOBHX
3HaHb;

3. 3[aTHICTh BIANOBIABHO CTAaBHTHCH [0 BHKOHYBaHOI poOOTH Ta
JOCATAaTH MOCTAaBJEHOI METH 3 JOTPUMaHHIM BHMOT Tpodeciiinoi
eTHKH;

4. 30aTHICTH IEMOHCTPYBaTH pO3yMiHHS OCHOBHMX 3acajJi OXOPOHH
nparnii Ta 6e3NeKH KUTTENISUIBHOCTI Ta X 3aCTOCY BaHH!.
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PecypcHe 3abesneuyeHHs peanisauii nporpamm

Cneundiuni Ilonan 80% HaykoBO-Te[aroriyHMX MNpaliBHUKIB, 3aliHUX [0
XapaKTepUCTUKK BUKIIaiaHHsA TPO(eciiiHo-OpieHTOBAaHMX MHMCLMIUIIH 31 CHEIialbHOCTI
KaApoBOro 125 «Kibepbesneka Ta 3axuct iHpopMmarii» MalOTh HayKOBi CTYTIeHi Ta
3abe3neyeHHs BUEHI 3BaHHS, 3 IIPAKTHYHUM JOCBiZIoM poGotu > 15%.
CneumdiyHi Bukopuctanns cyyacHoro obiiafiHaHHs NMPOBIIHUX KOMMNaHiH y ramysi
XapaKTepUCTUKK inpopmalifHuX TexHojoriii Ta iHpopMauiiiHoi 6Gesmexw, 30KpeMa
martepianbHo-TexHiuHoro | Xilinx, Altera, a TakoX CcTaHAAPTH30BAHMX BITYM3HAHMX anapaTHo-
336e3neyeHHn NpOrpaMHUX 3aco0iB 3aXUCTy iHpOpMaIlii, HeHTp cepTUdiKaLii KIouiB,
BUPOOHUITBA «IHCTUTYTY iH(OpMaLiiiHuX TexHOTOTIH» (M. XapKiB).
CneumndiuHi Bukopucranus BipTYaJIEHOTO HAaBYAIBHOTO cepenoBHIia
XapaKTePUCTUKK Hauionanenoro yniBepcurety «JIbBiBcbka MOITEXHiKa» T2 aBTOPCHKUX
iHpopmaLiiiiHo- PO3pobOK IpodecopchKO-BUKIANALBLKOTO CKIAIY.
METOAUYHOro
3abesneyeHHn
9 — AkagemiyHa MobinbHicTb
HauioHanbHa kpeauTtHa | Ha  ocHOBI  HBOCTOpOHHIX — moroBopiB Mk  HamioHanbHHM
MobBinbHicTL yHiBepcuTeToM  «JIbBiBCbKa  IONiTEXHIKa» Ta TEXHIYHUMH
yHiBepcUTeTaMH Y KpaiHu.
MixHapoaHa kpeautHa | Ha  ocHOBI  mBocTOpOHHIX noropopie Mk  Haujonansaum

mobinbHicTb

yHiBepcuTeToM «JIbBiBChKa MOJITEXHIKa» Ta HaBYaJbHUMHE 3aKJaaMu
KpaiH-napTHepiB

HaByaHHA iIHO3EeMHMX
3006yBaviB BULWLOT OCBITH

MosknuBe, niciist BUBYeHHs KypCy yKpaiHChKOT MOBH

2. Posnoain 3micty ocBiTHBO-npodeciiinoi nporpamu 3a rpynamu

KOMIIOHEHTIB Ta HHKJIAMH MiAr0TOBKH

OGcAr HaBYANILHOTO HABAHTaXEHHS 37100yBaya BHILOI OCBITH
(xpenutis / %)
Ne O60B’13K0BI BubipkoBi
n/-n [Tk miAroTOoBKM KOMIIOHEHTH KOMIIOHEHTH Bceroro _
OCBITHBO- OCBITHBO- 3a BECh TEPMiH
npodeciiinoi npodeciiiHoi HaBYaHHS
TIPOTPaMHu NporpaMu
1 7 3 4 5
Li |} LTS 70/29,2 12/5 82/34,2
NiJITOTOBKH
2 | Khemen mpodbeoiiino] 110/45,8 48/20 158/65,8
I ITOTOBKH
BEEO0 SHEeeh Tepun 180/75 60/25 240/100
HaBYaHHS
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3. Ilepenik KOMIIOHEHT OCBITHBO-TIpodeciiiHoi nporpamu

Kon v/ KomnonenTtn ocBiTHBO1 iporpamu Kinekicts ®opma
(HaBYaJIbHI TUCLMILIIHY, KypCOBi NPOEKTH (po6OTH), KPEUTIB | TiACYMK.
NPaKTHUKK, KBaJlidikaniiina poGoTa) KOHTPOJTIO
1 2 3 4
O00B’$13K0Bi KOMIIOHEHTH CIENiAIbHOCTI
1. Hukn 3azanenoi niozomoexku

CKI1.1. | Buma Matemaruka 4.l 8 €K3aMeH

CK1.2. | Ino3emHa MoBa 3a podeciiinuM copsMyBanusM u. 1 3 . 3amik

CK1.3. | OcHoBu indopMauiiiHoi Ta KiGepHeTHIHOT He3neKku 3 aud. 3aik

CK1.4. | Texnonorii mporpamyBaHHs 4.1 7 eK3aMeH

CK1.5. | Vkpainceka MoBa 3a npodeciiinum cnpsMyBaHHIM 3 €K3aMeH

CK1.6. | ®izuka 6 eK3aMeH

CK1.7. | Buma marematuka 4.2 ] 8 €K3aMeH

CK1.8. | IHo3eMHa MOBa 3a podeciiiHUM CIIPIMYBAHHIM 4.2 3 nud. 3amik

CK1.9. | Icropis nepskaBHOCTI Ta KyabTypu YKpainu 3 eK3aMeH
CK1.10. [ TexHosorii mporpamyBaHHs 4.2 if eK3aMeH
CK1.11. HopMaTHBgo—npaBOB§v3afi.F:3netfeHHﬂ Ta Mi}lc.r.laponni 6 .

CTaHAApTH iHpopMauiiiHoi Ta KibepHeTHIHOT Ge3neKn

CK1.12. | luckpeTHa MaTeMaTHKa 3 aud. 3aik
CK1.13 | Teopis inpopmanii Ta KoxyBaHHs 4 eK3aMeH
CK1.14 | lno3eMHa MOBa 32 IpOdeciiHUM CTIPAMYBaHHAM 1.3 3 | aud. 3aiK
CK1.15 | ®inocodis 3 eK3aMeH
Beboro 3a muki: ‘ 70

2. Huxn npogheciiinoi niozomosku

CK2.1. | Komannna pobora 3 aud. 3amik

CK2.2. | KoMm’ioTepHi Mepesxi Ta iX 3aXHcT ) eK3aMeH

CK2.3. | ITporpamyBaHHsS CKPUIITOBHMH MOBAMH 4 eK3aMeH

CK2.4. | ba3u nanux ta 3HaHb 6 eK3aMeH

CK2.5. | Pospo6Grenns 6esnednnx iHGopMaIiifHUX CHCTEM Ta OCHOBH 6 eK3aMeH

XMapHHUX TEXHOJIOTi1

CK2.6. | ApxiTeKkTypa KOMII'FOTepa Ta onepaniifHi cucremu 4.1 5 €K3aMeH

CK2.7. | Web-nporpamyBaHHS 3 eK3aMeH

CK2.8. | CxemoTexHika IPHCTPOIB TEXHIYHOTO 3aXHCTy iHpOpMALLi 5 eK3aMeH

q.]

CK2.9. | Meronu Ta 3aco0u TeXHiYHOTO 3aXHCTy iHbopmarii u. | 3 eK3aMeH
CK2.10. | OcHOBH 0XOpOHM npalli Ta 6e3neKa JKUTTEMISIbHOCTI 3 €K3aMeH
CK2.11. | Be3neka nporpamMHoro 3a6e3nevyeH s 4 eK3aMeH
CK2.12. | Kpunrorpagiysi cHCTeMY Ta IPOTOKOIM 5 eK3aMeH
CK2.13. | Besneka iHppacTpyKTypu KOMI IOTEPHHX MEPEsK 6 eK3aMeH
CK2.14. | Texnonorii 6nokueiiny B kibepbesneni 4 eK3aMeH
CK2.15. | MeTomu creranorpadii Ta creraHoaHaiizy 3 €K3aMeH
CK2.16. | Texnonorii po3cirigyBanss iHIMAeHTIB iHbopMariiiHOT 3 eK3aMeH

besrnexu

CK2.17. | ETnaHuii XaKiHr B KOMII'IOTEPHHUX CHCTEMAX Ta MEPEe)ax 6 €K3aMeH
CK2.18. | KommieKcHi cHCTeMM 3aXUCTy iHbopmarii 3 eK3aMeH
CK2.19. | ba3u naHux Ta 3uausb (KP) 2 aud. 3aimik
CK2.20. | Komm’roTepHi Mepexi Ta ix 3axuct (KIT) 3 aud. 3amik
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CK2.21. | ApxitekTypa KoMIr’1oTepa Ta onepaiiini cuctemu 4.1 (KP) 2 . 3aiik
CK2.22. | Kpuntorpadiuni cuctemu Ta nporokosu (KIT) 3 ud. 3aiik
CK2.23. | be3neka indpacTpykTypu Komir'toreprux mepex (K1) 3 aud. 3aix
CK2.24. | Texnonorii po3cninyBanus iHIueHTiB iHbopManiiHoi 2 aad. 3aik
6e3nexu (KP)

CK2.25. | KomnnekcHi cucremu 3axucty indopmanii (KIT) 3 Jud. 3amik
CK2.26. | ITpaxTrka 32 TeMOIo OakaiaBpchKoi KBamidikaiiiiHoi poboTu 3 . 3alik
CK2.27. | BukonauHs GakanaBpcbkoi KBatidikanilaoi po6otu 9

CK2.28. | 3axuct 6akanaBpchkoi kaidikaiilinoi poboru 3

Bcewvozo 3a yuka: 110

Bcebozo 3a_cnineni komnonenmu: 180

BuOipKkoBi KOMIOHEHTH ocBiTHBO-podeciiinol mporpamu

BubipkoBi 6,10kH KOMIIOHEHTIB

3. Huxkn 3azansnoi niozomoexu

Bcewvozo:

4. Hurn npodpeciiinoi niozomoexu

Bubipkosi komnonenmu 610Ky 0100: Kibepbesnexa komn’lomeprux cucmem ma mepec

Bb1.1. | OcHoBu IHTepHETY peyeli Ta aHANITHKA BEJTMKUX JTaHUX 4 eK3aMeH
Bb1.2. | ApxiTekTypa koM’ 1oTepa Ta onepauiiini cucremu, 4.2 6 eK3aMeH
Bb1.3. | Cucremu 6aHKIBCHKOI Oe3meku 4 eK3aMeH
Bb1.4. | IlpuknagHa kpunrorpadis 3 eK3aMeH
BB1.5. | CreuianizoBaHi MeToau 0049HCieHb B rajtysi Kibepbesneku 4 eK3aMeH
Bb1.6. | IndopmartiliHo-KOMyHiKallifiHi cHCTEMH 4 eK3aMeH
BB1.7. | Meroau Ta 3aco0u KpunroaHamizy 4 €K3aMeH
Bb1.8. | Iludpoa 06pobka curHaiis ta 306paxeHb 3 €K3aMeH
BB51.9. | Aynur Ge3nexs cMapT-KOHTPAKTIB 3 eK3aMeH
Bb1.10. | MenemkmenT indopmManiiinoi 6e3nexu 4 eK3aMeH
BBI.11. | OcHoBu InTepHeTy peueii Ta aHasiTHKa Beukux nanux (KP) 2 Jqubd. 3amik
Bb1.12. | IIpuknanna kpunrtorpadis (KP) 2 nud. 3aiik
Bb1.13. | [ludposa 06pobka curuaiis ta 306paxens (KI1) 3 nud. 3ajik
Bcbozo 3a yukn 48

Bcbozo ona 6noky 54

Bubiprosi komnonenmu 6n0ky 0200: Cucmemu mexniunozo 3axucmy ingpopmayi,

asmomamusayin ii 06pobku

BB2.1. [ CxemorexHika HPHCTPOIB TEXHIYHOTO 3aXHCTy iH(opmaii
.y 5 eK3aMeH
BB2.2. | Iloas i XBUJIi B cHCTeMaX TEXHIYHOrO 3aXHCTy iHbopMarii 4 eK3aMeH
Bb2.3. | TexHonorii 6e31p0oToBOro 38’ 43Ky Ta iX 3aXUCT 4 eK3aMeH
Bb2.4. | Texuiuni 3acobu OXxOpoHM 00’€KTiB Ta ympaBIiHHS 4 ‘
TeXHiYHUMHU 3aco0amu iHnpopmariii Aud. sanix
Bb2.5. | Meronu Ta 3acobu 3axucty indopmanii, u. 2 4 eK3aMeH
BBE2.6. | Ludposa 06pobka curnanis 3 nud. 3amik
Bb2.7. |IIpoekryBanHa cmcTeM Ge3reku OG’€KTiB  KPHTHYHOI 3 s
1HPPACTPYKTYPH Ta J€PIKaBHOI TAEMHHI
Bb2.8. | Mikponpouecopu B  CHCTEMaX TEXHIYHOTO  3aXHCTY 4
‘ irdiopant eK3aMeH
Bb2.9. | Besneka kibepdiznunux cucrem 3 €K3aMeH
Bb52.10. | Anaparsa kpunrorpadis 3 eK3aMeH

17




Bb2.11.

CxemoTexHiKa NpPHCTPOIB TEXHIYHOTO 3aXMCTy iH(opmauii

.2, (KII) 3 . 3amik
Bb2.12. | Merozu Ta 3acobu 3axucty inpopmarii 4.2 (KP) 2 aud. 3aik
BB2.13. | IlpoexTyBanns cucreM Oe3neku 00’€KTIB  KPUTHYHOT :
: . : 3 oud. 3aik
iHppacTPyKTypH Ta jepxaBHoi Taemuuii (KIT)
BB2.14 | Besneka kibepdizuunux cucrem (KIT) 3 . 3aik
Bcwozo 3a yuxn 48
Bcovozo ona onoky 54

Bubipkosi komnonenmu 610ky 0300: ¥Ynpaeninns indpopmauiiinoro 6esnexoro

BB3.1. | Aymur, JinensyBaHHa Ta cepTHdikauii iHdopmaniiinoi 5
eK3aMeH
Oe3nexku

BB3.2. | OcHoBu Ta Ge3mexka iHdopmaniiiHO-TeNEKOMYHIKALIHHIX 5 ——
TEXHOJIOT1H

BB3.3. QHII{EOBaH.I-ESI PH3HMKIB Ta IUIaHYBaHHA  BiHOBICHHS 4 —
iH(OpMAaLIIHHHEX CHCTEM

BBE3.4. | Ipogini xibepbe3nekn 06’ ekTiB KpuTHYHOI iHGPACTPYKTYpH 3 eK3aMeH

BE3.5. | Komn’rotepHa o6pobka indopmanii 3 aud. 3amik

Bb3.6. | TexHonorii 6e31poToBoro 38’ 13Ky Ta iX 3axXHcT 4 eK3aMeH

BB3.7. | IlpoektyBanHs cucreM Oesnekn 06’€KTIB KPHUTHYHOI 3 .
IH(PACTPYKTYPH Ta AEP>KaBHOI TAEMHHUIL

Bb3.8. | Vopasninna indopmauiiiHoro Ta kiGep Gesmekoro B

" e 2 ) " 4 eK3aMeH
OaHKiBCchKili cdepi Ta GizHeci

Bb3.9. | Cucremu mTyuHoro inTenekTy B Kibepbesneni 3 eK3aMeH

Bb3.10. | Yopasninas cuctemamu Kibep6esnekd Ta X HaifiHiCTh 3 nud. 3aik

BB3.11. UT, JIIEH3YBaH iKarisa i 1iHOT .
Ayn JIIEH3YBaHHA Ta ceprHdikaly Hpopmair ) . 3aix
6e3nexu (KP)

BB3.12. | TIpodini kibepbesnexkn 06’eKTiB KPHTHYHOT iHpPaCTPYKTypH 3 .

nud. 3k
(KID)

BB3.13. | [lpoekTyBanHs cucteM 06e3nmekd 00 €KTiB  KpPHUTHUHOI :
: = i 3 mud. 3aiik
iHGPacTPYKTYpH Ta AepkasHoi Taemuuii (KIT)

Bb3.14. | Ynpasninus cucremamu KibepGesneku ta ix HaginnicTs (KIT) 3 . 3aiik

Bcebozo 3a yukn 48

Bcbozo ona 6noky 54

Bubipkosi komnonenmu 6noky 0400: Adminicmpysannsn cucmem Kibepéesnexu

Bb4.1. | Besneka Be6-nonaTkip 4 eK3aMeH
Bb4.2. | Opranisanis iHpopMauiifHux TEXHOJIOTiH Ha MiATPHEMCTBI S eK3aMeH
Bb4.3. | OuinroBanHs  pH3HKIB Ta IUIAaHYBaHHA  BiJHOBJICHHS 4

iHbOpMaLIIMHUX cHCTEM Cr3aMeH
Bb4.4. | Aynur indopmaniiinoi 6e3nexu 3 €K3aMeH
Bb4.5. | bBesneka MepexeBHX onepanifiHuX CHCTEM 4 eK3aMeH
Bb4.6. | Benuki nani Ta ix 3axuct 4 €K3aMeH
Bb4.7. | TectyBaHHs mporpaMHoro 3abesnedeHHs 3 €K3aMeH
Bb4.8. | InctpymenTn MepexeBoi Ge3lleKH Ta CHCTEMH KypHaTi3allii 5

HOMiM B KOMIT IOTEPHHX CHCTEMaX craaMen
Bb4.9. | be3neka 6e3apoToBUX i MOOUIBHHUX TEXHOJIOTIH 3 €K3aMeH
Bb4.10. | Cucremn mry4Horo iHTenekTy B Kibepbesnerni 3 eK3aMeH
Bb4.11. | Opranizauia inpopMaliiHUX TEXHONOTIH Ha MiANPUEMCTBI 3 :

. 3aik

(KIT)

Bb4.12. | Benuki naui ta ix 3axuct (KP) 2 Jd. 3aik
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BB4.13. | TectyBaHHs nporpamuoro 3abe3nedenns (KP) 2 Jud. 3amik

Bb4.14. | besneka 6e3apoToBux i Mo6uTbHEX TexHOoriH (KIT) 3
Bcewozo 3a yukn 48
Bcbozo ons 6noxy 54

BubipkoBi KOMINOHEHTH iHIINX OCBiTHLO-podeciiinux mporpam

Bcevozo 6
Bcbozo 3a eubipkosi komnonenmu 60
Bcbozo 30 oceimuvo-npogheciiiny npozpamy 240

4. ®opmu aTecTauii 3100yBadiB BHI0I 0CBITH

®opmu aTectauii
3100yBauiB BUILOT
OCBITH

Atectamis  3gilicHioeTbest  y  (opMi  €IMHOTO  JIep)KaBHOTO
KBatiikauiiHoro icruTy Ta my6ai4HOro 3aXKCTy KBaTipikauiitHoi po6oTH.

Ha arecranito BHHOCHTBCH CYKYIHICTh 3HaHB, YMiHb, HABMYOK, IHIIHX
KOMIIETEHTHOCTEH, HaOyTMX o0co0O B Ipolieci HaBYaHHSA 33 JaHUM
CTaHIApTOM.

Jlo arecramii HONyCKalOThCSA CTYAEHTH, SKi BMKOHaIM Bci BHMOTH
IPOTrPaMH IiATOTOBKH.

Bumoru no Ksanigixaniiina po6ora Mae nepenbadaTy po3s’si3aHHs CrELiaTi30BaHOT
kBamidikaniifHol 3aja4i B ramysi iHpopmaniiiHoi Ta/abo KiGepGesnexku. Ksamidikauiiina
pOOOTH/TIPOEKTY pobora BukoHyethes 3 rpudom JICK Tta 36epiraerbes y dinii PCO xadeapu.
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5. Martpuus BiinoBiAHOCTI MPOrpaMHHUX KOMIIETEHTHOCTEH HABYAILHHM

KOMIIOHECHTaM
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6. Matpuus BignoBigHocTi paxoBi koMneTeHTHOCTI mpodeciiiHoro
cnpsimyBaHHs (PKC) HaBYaIbHEM KOMIIOHEHTAM
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7. Martpuus BiImoBiIHOCTI NPOrpaMHHUX Pe3yabTATIB HABYAHHS
HABYAJIbHUM KOMIIOHEHTaM
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3H1.1
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3H3.5
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JloriyHo-cTpyKTypHa cxema

(OG0B AIKOBL HABIATEHI IICUIMUTIHIL CIEiTLROCTI
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