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Jaxucry KOMn'ioTepuux Mepe,K ua ocuosi TexuoJiorii Blockchain», 
rro,n:aHy Ha 3,n:06yTrn HayKoaoro czyrreH» ,n:oKTopa q>inocoq>ii 

3a crreu:ianhHiCTIO 125 «Ki6epfie3rreKa Ta 3aXHCT iHq>OpMau:ii» 
(rany3h 3HaHh 12 «IHq>OpMau:iiiHi TeXHOJIOriI») 

AKryaJILHiCTb TeMn ,11;uceprn1di 

Y ,n:Hceprnu:iiiHiii po6oTi BacHJIHIIIHHH Ca»TOcJiaBa IropoaHqa p03rn»,n:acrhc» 
rrpo6JieMa 3aXHCTY K0MI11IOTepHHX Mepe)K ai.n: Ki6epaTaK, 30KpeMa BHK0pHCTaHIDI 
rrporpaMHHX rrpHMaH0K .D;JI» 3anyqeHH» Ta BH.sIBJieHH» 3JIOBMHCHHKiB. O,n:HaK, icHyIOTh 
rreBHI BHKJIHKH Ta o6Me)KeHH», »Ki I10Tpi6HO BHpiIIIyaaTH, ru:06 3afie3rreqHTH 
eq>eKTHBHMH 3aXHCT. 

O,n:HH 3 TaKHX BHKJIHKiB u:eHTpaJI13au:rn. ,nrni 3afie3rreqeHH» BJiaCTHBOCTi 
TpaHCJIOKau:ii rrporpaMHHX rrpHMaH0K BHK0pHCTOBY¤:ThC.sI 6iJihIIIe 0,[(H0ro X0CTa, a 
I10Tpi6eH u:eHTpaJihHHH MexaHi3M aBTOMaTH3au:ii. O,n:HaK, TpaAHU:iHHHH MeTO,n: 
BHK0pHCTOBye u:eHTpaJihHHH X0CT AM rri,n:TpHMKH BJiaCTHBOCTi aBTOMaTH3au:ii. 51Kru:o 
u:eHTpaJihHHH X0CT BHH.D;e 3 Jia,n;y, TO BC» CHCTeMa M0)Ke Bi.[(MOBHTH. 

~yrn:ii BHKJIHK IT0JI»rae y CKJia,[(HOCTi BH»BJieHH» rrporpaMHHX rrpHMaH0K. 
OcHOBHa MeTa MexaHi3MY ,[(HHaMiqHoi TpaHCJIOKau:ii IT0JI»rae B T0MY, ru:06 rrpHX0BaTH 
peanhHi pecypcH. O,n:HaK, 3aBMKH TexHoJiorii anti-honeypot rri,n:po6JieHi a6o crrpaB)KHi 
pecypcH M0)KYTh 6yTH p03rri3HaHi. 

TpeTiH BHKJIHK I10B1.sI3aHHH 3 eKcrrepTH30IO. llio,n:HHa, »Ka 3,n:iiicHIOe Harra,n:, 
3aB)K,[(H BHX0,[(HTh rrepeM0)KU:eM. ToMy .[(JI» Il0,[(aJihIII0ro p03cJii,n:yaaHH.sI Heo6xi,n:Ho 
3aq>iKcyaaTH ,[(OCTOBipHi ,[(0Ka3H Harra,n:y. Heo6xi,n:Ho 3aq>iKcyaaTH ,[(0Ka3H Harra,n:y .[(JI» 
crreu:ianicTiB, »Ki Ha,n:ani 6y,n:yTh 3aHMaTHC.sI p03IIIYK0M rropyIIIHHKa. 

Y po6oTi po3rn»,n:aIOThC» rrepeaarn Ta He,n:oJiiKH 3ax1-1czy Ki6epcHcTeM 
rro6y,n:oBaHHX Ha TexHoJiorii Blockchain Ta p03po6JI»eThC» KoHu:errTyaJihHe piIIIeHH» 
3 BHK0pHCTaHH.sIM rrporpaMHHX rrpHMaH0K rro6y,n:oaaHHX Ha TeXHOJiorii Blockchain, 
»Ki BHK0pHCTOByIOTh BJiaCTHBiCTh .n:eu:eHTpaJibau:ii X0CTa. 

Bi,n:rroai,n:Ho, aKryaJihHiCTh ,[(HCeprnu:iiiHOl po6oTH BacHJIHIIIHHa CB»TOCJiaBa 
IropoaHqa o6yMOBJieHa Heo6xi,n:HiCTIO rro6y,n:OBH KOMil'IOTepHOl Mepe)Ki Ha OCHOBi 
TexHoJiori"i Blockchain, j{Ka BHKop11crnaye p03po6JieHHH MeTOA BHKopHcTaHHj{ 
rrporpaMHHX rrpHMaHOK j{K erreMeHTiB 3aXHCTY KOMII'IOTepHHX Mepe)l(. 
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3B1H30K TeMH ,n;ucepTatUI 3 ,n;epmaBHHMH nporpaMaMH, uayKOBHMH 
uanpHMaMH yuieepcuTeTy Ta Kacj>e,n;pu 

,n:Hceprnu;iiiHi ,n;ocJii,l()KeHIDI BacHJIUIIIUHa C.I. BUKOHYBaJIUC.sI B Me)l(aX 
;:i:ep)l(6IO,l()KeTHOl HayKOBO-,l(OCJii,l(HOl po60TU «Po3po6JieHH.sI Ta Y.D:OCKOHaJieHH.sI 
Mern;:i:is Ta 3aco6is 3axucTy iHcpopMau;il ;:i:m1 rrpoTu;:i:ii" HecaHKu;ioHosaHOMY ;:i:ocryrry B 
iHcpopMau;iiiHo-KoMyHiKau;iHHHX Mepe)l(aX» (.N!! ;:i:ep)l(aBHOI peecTpau;il 0 119Ul 0 1690; 
TepMiHM BUKOHaHml - 2019-2022 pp.). 

HayKoea uoeu1ua o,n;epmauux pe1yJILTaTiB 

HayKOBa HOBR3Ha OCHOBHHX pe3yJihTaTiB ;:i:uceprnu;il rron.si:rae B po3po6JieHHi 
MeTO,l(iB BHKOpUCTaHH.si: rrporpaMHUX rrp11MaHOK .slK eJieMeHTiB 3aXHCTY KOMI11IOTepHUX 
Mepe)I( Ha ocHosi TexHonoril Blockchain: 

1. Bnepiue p03po6JleHa MO,l(eJib ,l(UHaMiqHQl CUCTeMU aKTMBHHX rrporpaMHHX 
rrpHMaHOK, rn;o BUKOpHCTOByIOTb Blockchain TeXHOJioriIO. Ha si;:i:MiHy si;:i: Bi,l(OMHX 
,l(aHa MO,l(eJib iHTerpye ;:i:eu;eHTPaJii3oBaHi Ta aBTOMaTJlqHQ OHOBJIIOBaHi aTPH6YTH 
nacTOK, rn;o ,l(aJIO 3MOry ni,l(BUI.IJ;UTU ecpeKTMBHiCTb 3aXHCTY Mepe)l(i IIIJI.sIXOM 
3MeHIIIeHH.si: HaBaHTa)l(eHIDI Ha Mepe)l(esy iHcppaCTPYKTYPY Ta qacy si;:i:ryKy cepsicis y 
pa31 aTaKU. 

2. Ha6ye noOaJlbUtozo p03eUmK)' MaTeMaTuqHuH orruc o6qucneuu.si: ;:i:uHaMiqHHX 
aTPu6yTiB nporpaMHMX rrpuMaHOK, .sIKHH, Ha si;:i:Miuy Bi,l( Bi,l(OMHX spaxosye 
;:i:uHaMiqHi Ta TPaHc noKau;itl:Hi MO)l(JIUBOcTi Blockchain-TexHonoril Solana. [(e ;:i:ano 
3MOry 3MO,l(eJIIOBaTU Ta OilTHMi3ysaTU p03IlO,l(iJI pecypcis Mepe)l(i 3a paxyHOK 
a;:i:anrnu;il ,l(O 3MiHHUX YMOB, rn;o B pe3yJihTaTi crrpu.si:no rri;:i:surn;eHHIO ecpeKTUBHOCTi 
3axucry, 30KpeMa 3a6e3neqeHHIO IIIBM,l(Koro si;:i:ryKy cepsicis rri;:i: qac 30BHiIIIHix aTaK. 

3. Bnepiue, Ha OCHOBi p03p06JieHOl MO,l(eJii ,l(HHaMiqHQl CUCTeMu rrporpaMHHX 
(aKTHBHHX) npuMaHOK, .sJ:Ka BUKOpUCTOBY¤ Blockchain-TeXHOJIOriIO ,l(JI.si: ni;:i:TpHMKU 
6e3neKu, npo3opocTi Ta a;:i:anTHBHOCTi ;:i:o 30BHiIIIHix arnK, 3a paxyHoK nnasa10qux 
xocTiB s Mepe)l(i Ta MaTeMaTuqHoro anapaTy o6qucneHH.si: ;:i:uHaMiqHHx aTpH6yTis 
nporpaMHUX npHMaHOK, po3p06JleHO Memoo BHKOpHCTaHIDI rrporpaMHHX npHMaHOK 
.si:K eneMeHTiB 3axucTy KOMn110TepHux Mepe)I( Ha ocHosi TexHonoril Blockchain. [(etl: 
MeTO,n, Ha si;:i:Miuy si,n Bi,l(OMUX yHeMO)l(JIUBJIIO¤ 3,l(iHCHeHH.sl ycniIIIHOl CHicpep aTaKH 
3a paxyHoK IIIucppysaHH.si:, 3aXHrn;ae si;:i: arnKu cKaHysaHH.si: 3a paxyHoK ;:i:uHaMiqHoro 
si;:i:KpusaHH.sI Ta 3aKpHBaHH.sI rropTiB, rri;:i:surn;ye ecpeKTUBHiCTb 3axurn;eHOCTi Bi,l( DDoS 
aTaK Ta 36epirae iHcpopMau;i10 npo aTaKH Ha cucTeMy Ha Blockchain-rrnaTcpopMi, rn;o 
3a6e3neqye BUCOKUH piBeHb 36epe)KeHIDI ;:i:aHUX Ta rapaHTY¤ IXHIO He3MiHHiCTb. 

CryniHb oorpyHTOBaHOCTi uayKOBHX DOJIOmeHb ,n;ucepTauii i ix 
AOCTOBipuicTb Ta HOBH3Ha 

Hase;:i:eHi B ,l(HCeprnu;ii" pe3yJihTaTU 6a3yIOTbC.sI Ha KBaJii<piKoBaHOMY rriro<.O,D,i )],0 

IIOCTaHOBKH 3aB,l(aHh ,l(OCJii,n;)KeHb, noriquo rrpaBMJibHOMY o6rpyuTyBaHHIO IIpHHIDITliX 
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,n:onyrn;etth ni.n: qac BH6opy MaTeMaTH'-IHHX MO,n:enei,i i KopeKTH0MY BHKOpHCTaHHi 
MaTeMaTHqttoro anapaTy. KpiM TOro, .D:OCTOBipHiCTh ni,n:TBep,n:)Ky¤ThCH pe3ynhTaTaMH 
KOMil'IOTepttoro M0,n:enIOBaHHH i npaKTHqHoIO peani3au,ie10 CHCTeMH ,n:HHaMiqHHX 
nporpaMHHX npHMaH0K, a TaK0)K 36i)KHiCTIO 3 pe3ynhTaTaMH eKcnepHMeHTallhHOl 
BepmpiKau,ii". 

HayKoBe 3Ha'leHHH BHlrnHauoro .n:ocJii.n:meHHH fa 3a3ua11eHHHM MO,KJIHBHX 

uayKOBHX raJiy1eii Ta po1.n:iJiiB nporpaM H3B'l3JlbHHX Kypcie, .n:e MOmyTb 6YTH 

33CTOCOBani OTpHMaHi pe3yJibT3TH 

HayKoBi pe3ynhTaTH, OTpHMaHi aBT0p0M, M0*YTh 6yrn: BHKOpHCTaHi npH 
po3po6u,i Ta no6y,n:oBi HOBiTHix Mepe)KeBHX CHCTeM, HKi BHK0pHCT0BYIOTh TeXHOnori10 
Blockchain Ta nporpaMHi npHMaHKH B HKOCTi aKTHBH0f0 3aXHCTY Ta ,n:nH ni,n:cHneHHH 
HMBHHX CHCTeM 3aXHCTY B npHBaTHHX a6o ,n:ep)KaBHHX KOMTiaHiHX 

IlpaKTH'lHe 3Ha'leHHH .n:ucepTaQiiiuoro ,ll;OCJii,11;meHHH 

ITpaKTHqHe 3HaqeHHH o,n:ep)KaHHX pe3ynhTaTiB nonHra¤ y MO)KllHBOCTi IX 
6e3nocepe,n:HhOro 3aCTocyBaHHH ,n:nH ni,n:cHneHHH HMBHHX CHCTeM aKTHBH0r0 Ta 
nacHBH0ro 3aXHCTY B KopnopaTHBHHX Ta ,n:ep)KaBHHX ni,n:rrpH¤MCTBax. 

1. Po3po6neHa M0,n:enh .D:HHaMiqHOI CHCTeMH aKTHBHHX nacT0K Ha OCHOBi 
nporpaMHHX npHMaH0K no6y,n:oBaHHX Ha CHCTeMi Blockchain, HKa ,n:ana 3M0ry B 
3ane)KHOCTi Bi,n: pi3HHX CHTyau,iH M0,n:enIOBaHHH (B 3ane)KHOCTi Bi,n: aTaKH) .n:o 54% 
ni,n:BHIIJ;HTH nponycKHy 3,n:aTHiCTh KaHany Ta ,n:o 204% ni,n:BHIIJ;HTH illBH,n:KiCTh 
nepe,n:aqi ,n:aHHX ni.n: qac npoBe,n:eHHH 30BHimHix aTaK Ha CHCTeMY B nopiBHHHHi 3 
CTaTHqHHMH aHanoraMH. 

2. y ,n:ocK0HaneHHH MaTeMaTHqHoro anapaTy nporpaMHHX npHMaH0K 3a paxyttoK 
,n:o,n:aBaHHH Ta 06q:0cneHHH .D:HHaMiqHHX aTpH6yTiB nporpaMHHX npHMaH0K ,n:ano 3M0ry 
noKparn;HTH qac Bi,n:ryey cepBiciB ni,n: qac aTaKH THTIY DDOS Ha cTaT:Hqtti xocTH, B Me)Kax 
TaKHX 3HaqeHb-MSQL ,n:o 34%, NGNIX .n:o 16%, APACHE .n:o 1 %, vsFTPd ,n:o 13%. 

3. ITi,n:BHIIJ;eHO eq>eKTHBHiCTb 3aXHIIJ;eHOCTi KaHaniB nepe,n:aqi ,n:aHHX B 
KOMil'IOTepHiH Mepe)Ki 3a paxyH0K BnpoBa,n:)KeHHH p03po6neHoro MeTO,n:y AHHaMiqHOl 
CHCTeMH aKTHBHHX nacT0K Ha OCHOBi nporpaMHHX npHMaH0K no6y,n:oBaHHX Ha 
TexHonori'i Blockchain 3 RSA 2048 - 6iTOBHM anropHTM0M mHq>pyBaHHH. CHcTeMa 
aKTHBHHX nacT0K He .ll:03B0llH¤ ,n:eK0.D:YBaTH iHq>OpMaI.J,iIO 6e3 Bi,n:noBi,n:ttoro Kmoqa 
KOHq>i,n:eHu,iifHocTi, mo 3a6e3neqye 3aXHCT KaHany nepe,n:aqi ,n:aHHX Ta 3ano6irae 
BHT0KY ,n:aHHX qepe3 nepexonneHHH Ta p03illHq>pyBaHHH iHq>OpMau,i'i ni.n: qac i"i 
nepe,n:aqi. EKcnepHMeHT 3 CHiq>ep aTaK0IO Ha p03po6neHy M0,n:enh CHCTeMH TIOKaJye, 
eq>eKTHBHiCTh peani3au,i'i 3aXHCTY Bi,n: nepexonneHHH Ha OCHOBi IllHq>pyBaHHH. 

4. y ,n:oCK0HaneHHH anropHTMY BH3HaqeHHH Ta nepe,n:aqi BY3ll0BHX XOCTiB B 
CHCTeMi Blockchain, 3a paxyH0K BnpoBa,n:)KeHHH nnaBaIOqHX XOCTiB B Mepe)Ki, 
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niABHI.I.UUIO 3ararrhtty a,nanTHBHiCTh Mepe)Ki pearyBaTH Ha 30BHiurni aTaKH. U:ett 
arrropHTM, Ha Bi.n;MiHy Bi,n; Bi.[{OMHX ,[{03B0JUI¤ CHCTeMi pearyBaTH Ha aTaKH THny 
CKaHYBaHH51 Ta 3aKpHBaTH nopTH ,n;oczyny peary10qH Ha 3JIOBMHCHi ,n;i'i. Pe3yJihTaTH 
eKcnepHMeHTY ni,n; qac aTaKH CKattyBaHH51 Ha Bi,n;KpHTi nopTH ,[{03B0JIHJIH 
aBT0MaTH3yBaTH 3aKpHTT51 nopTiB, 3a paxyH0K 3MiHH 0CH0BH0f0 X0CTa, rn;o 
ycKJia,D,HIO¤ 36ip impopMaQii' Ta MO)KJIHBiCTh ,[{0CTYilHTHCh ,[{0 CHCTeMH 330BHi. 

5. P03po6JieHHH MeTO,[{ BHK0pHCTaHH51 nporpaMHHX npHMaH0K, rn;o 
no6y,n;oBaHHH Ha ocHoBi BHK0pHCTaHH51 TexHonorii' Blockchain BHMarae 6iJihllle 
pecypciB Bi.[{ Hana,n;HHKa,[{JUI 3.[{iHCHeHH51 aTaKH Ha Mepe~: IIOT~HOCTi KOMil'IOTepiB, 
cepBepiB 3 5IKHX 3.[{iHCHIO¤TbC51 aTaKa a TaK0)K 6iJibIIIe <pi3HqHoro qacy, rn;o 36iJihlllY¤ 
qac ,n;nx <paxiBQiB 3 Ki6ep6e3rreKH .[{JI51 pearyBaHH51 Ta K0HTP ,n;ii' Harra,ny ,n;o 45%. Eyno 
rrpoBe,n;eH0 0,[{HaK0BY KiJihKiCTh aTaK 51K Ha QeHTparri30BaHy CHCTeMy, 51Ka 
BHK0pHCT0BY¤ rrporpaMHi rrpHMaHKH TaK i Ha ,[{HHaMiqHy CHCTeMy, 51Ka rro6y,n;oBaHa 
Ha po3po6neHOMY MeTO,n;i. Hai16iJihlliY pi3HHQIO BH.[{H0 He Ha Bcix cepBicax: Apache 
Ta Nginx ,[{HHaMiqHoi' CHCTeMH 3a3HaIOTb ni,n; qac aTaKH MaH)Ke o,n;HaK0B0ro 3 
QeHTpaJibHHM aHaJI0f0M pe3yJihTaTiB. 3 TPH.[{QXTH rrpOBe,n;eHHX aTaK p03po6JieHa 
M0,[{eJib ycrrilllHO 3a6JioKyBarra 50% B TOH qac 51K QeHTPaJii30BaHa BCb0ro 13%, rn;o 
II0Ka3YE: II0Kparn;eHH.SI 3aXHCHHX MO)KJIHBOCTeH po3p06JieHOl MO,[{eJii. 3ararrbHHH 
3aXHCT KOMII'IOTepHoi' Mepe)Ki rro6y,n;oBaHOl 3 BHK0pHCTaHH5IM rrporpaMHHX 
rrpHMaHoK Ha ocHoBi TeXHonorii' Blockchain BHW:HH Ha 37% B rropiBH5IHHi 3 
QeHTPaJii3oBaHHM aHarroroM, rn;o e ni,n;BHrn;eHH5IM rno6arrbHOro piBH51 3axHCTY 
KOMII'IOTepHOl Mepe)Ki B rriBTOpa pa3H. 

Pe3yJihTaTH ,n;ocni,n;)KeHH51 BrrpoBa,n)KeHi y HaaqarrhHHH rrpoQec Ka<pe,n;p0 3axHcTy 
iH<pOpMaQii' y Kypci «HopMaTHBH0-rrpaB0Be 3a6e3neqeHH51 Ta Mi)l(Hapo,n;Hi CTaH,n;apTH 
Ki6ep6e3rreKH» ,n;JI51 cTy,n;eHTiB crreQiarrhHOCTi 125 «Ki6ep6e3rreKa», a TaK0)K 
arrpoaa,n;)l(eHo y TexHonoriqHi rrpoQeCH TOB «H-IKC CIIEMC» (M. JI1,aia) .[{JI51 
rri,n;CHJieHH51 Ha51BHHX CHCTeM MOHiTOpHHry Ta rrorrepe,n;)KeHH51 HeCaHKQiOHOBaHoro 

,[{0CTYIIY B iH<pOpMaQiHHHX Mepe)KaX. 

Iloemrra euceiTJieHHH pe1yJILTilriB B ony6JiiKoeauux npauHX, anpo6auisr po6oTu 

OcHOBHi pe3yJihTaTH ,n;0cepTaQiil:Horo ,n;ocni,n:)KeHH51 arrpo6oaaHo Ha 
Mi)l(Hapo,n:HHX HayK0BHX Ta HayKoBo-rrpaKTHqHHX KOH<pepeHQi5IX, HayK0BHX IllKOJiax 

Ta KOHCOpQiyMax, ceMiHapax: 
VII Mi)l(Hapo,n;Ha HayKOBO-TeXHiqHa KOH<pepeHQi51 «3aXHCT iH<pOpMaQii' i 6e3rreKa 
iH<pOpMaQiMHHX CHCTeM» (30-31 TpaBH51 2019 poKy, JlhBiB 2019, YKpai'Ha); 
VIII Mi)l(Hapo,n:Ha HayKOBO-TeXHiqHa KOH<pepeHQi51 «3aXHCT iH<pOpMaQii' i 
6e3rreKa iH<pOpMaQiHHHX CHCTeM» ( 10-11 JIHCTOna,n:a 2021 poKy, JlhBiB 2021, 

YKpai'Ha); 
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The 15th IEEE International Conference on Computer Sciences and Information 

Technologies (23-26 aepecm1, 2020 poKy, 36apa)K, YKpaiHa); 
IV BceyKpaiHCbKa HayKoBo-npaKTwrna KOH<pepem.liH MOJIO,[IHX )"leHJ-fX, 
CTy,n;eHTiB i KypcaHTiB (26 JilfCTOna,n;a 2020 poKy, K11iB 2020 p, YKpaiHa); 
VI Mi)l(Hapo,n;Ha HayKoao-TexHiqHa KOH<pepem.dx «3ax11cT iH<pOpMauit i 6e3neKa 

iH<pOpMauiHHHX CHCTeM» (01-02 qepBHjl 2017 poKy, JlbBiB 2017, YKpaiHa); 
Mi)l(Bi,n;o~i Mi)KperioHaJihHi ceMiHap11 HayKoaoi Pa,n;11 HAH YKpaiHH "TexHiqHi 
3aco611 3aXHCTY iH<pOpMauii" (11 KBiTHH 2018 poKy, 11 KBiTHH 2019 poKy, 

10 rpy,n;Hjl 2020 poKy, JlbBiB, YKpaiHa); 
HayKoBi ceMiHapH Ka<pe,n;pH 3aXHCTY iHq>OpMauii (2018-2023 pp.). 

OcHOBHi pe3yJihTaTH ,n;11ceprnuiiiHoi po6oTH BacHJIHIIIHHa C.I. ,n;ocTaTHhO noaHo 
Bi,n;o6pa)KeHi y 19 HayKOBHX ny6niKauixx, 3 HKHX 7 CTaTeii y HayKOBHX <paXOBHX 
BH,[laHHj!X YKpaiHH, 4 CTaTTi y HayKOBHX BH,[laHHHX iHIIIHX ,n;ep)KaB, HKi BXO,[IHTb ,n;o 
Mh1rnapo,n;Hoi HayKoMeTPHqHoi 6a3H Scopus, rn 8 MaTepiania KOH<pepeHuiii. 

3araJibHa xapaKTepucTHKa cTpyicrypu Ta 1Micry ~ucepTaQiiiuoi po6oTH 

CmpyKmypa oucepmalfii" uinKoM ai,n;noai,n;ac noriui ii nocni,n;oaHocTi a11piIIIeHHH 
IlOCTaBJieHHX 3a,n;aq_ HayKOBa po6orn CKna,n;a¤TbCH 3 aHOTauii, 3Micry, nepeniey 
CKopoqeHh, acryny, qoTHpbOX 0CH0BHHX po3,n;iniB, CilHCKY BHKOpHCTaHHX ,[l)Kepen Ta 

,n;o,n;aTKiB. 
Y ecmyni 3a3HaqeH0 aKTyaJihHiCTb TeMH ,n;11ceprnuii, Cq>OPMYJibOBaHO Mery i 

3a,n;aqi ,n;ocni,n;)KeHb, 3MBJieH0 HayKoBy H0BH3HY Ta npaKTHqHe 3HaqeHHH OTpHMaHHX 
pe3yJibTaTiB, npe,n;cTaaneH0 3B'H30K po60TH 3 HayKOBHMH nporpaMaMH, nnaHaMH i 
TeMaMH, oco611cTHH aHecoK 3,n;o6yaaqa, nepeniK ny6niKauiii i anpo6auii pe3yJihTaTiB. 

IlepULuu p03oiJl np11caH'leHo mrnqeHmo ,n;ocni,n;)KeHb Ta ny6niKauiH, mo 

cTocy10ThCH aKryaJihHoi TeMaTHKH Blockchain Ta nporpaMHHX np11MaHoK. Y UhOMY 
po3,n;ini npoBO,[IHTbCH ,n;eTaJibHHH ornx,n; TexHonorii nporpaMHHX npHMaH0K, 
po3rllil,[lalOTbCH ix noTeHuinHi MO)KJIHBOCTi, 3HaqHi nepeaarn, HeMHH)"li He,n;oniKH, 
pi3Hi piBHi B3a¤Mo,n;iii Mi)K KOMilOHeHTaMH, oco6nHBOCTi BHyTpiIIIHbOro ,[IH3aHHY Ta 
Bi,n;noai,n;Hi nepeIIIKO,[IH, HKi MO)KYTb BHHHKHYTH ni,n; qac ix po3ropTaHHH. TaKO)K y 
,n;aHOMY po3,n;ini 3BepTa¤TbCH yaara Ha aKTYaJibHi npo6JieMH, Il0B1H3aHi 3 
BHKOpHCTaHHj!M npHMaH0K Ta o6MaHOK y KOHTeKCTi 3aXHCTY ,n;aHHX y KOMil1l0TepHHX 

Mepe)Kax. 
Y Opy20My p030iJli OUCepmalfii" ,[IOCJii,[l)KYIQTbCH MO)KJIHBOCTi 3aCTOCyBaHHjl 

Blockchain ,n;nx 3ax11cTy ,n;aHHX B pbHHX Ki6ep-o6nacrnx, 30KpeMa Ha o6'cKTaX 

iH<ppaCTPYKTypw. P03rnx,n;aIOTbCH c<pepw annway, B HKHX ,n;aHa TexHonorix MO)Ke 
po3IlOBCIO,[l~BaTHCb, Ta HK BOHa IlOTeHUiHHo MO)Ke BHKOpHCTOByBaTHCb Ha o6'¤KTaX 

iH<ppacTPyKTypw. BwaqaIOTbCH MO)KJIHBOCTi BHKopwcTaHHH TexHonorii Blockchain B 

TaKHX aKTYaJibHHX CTpyKTypax, .SIK yp.sr;::i:oai Ta BiHCbKOBi opraHi3auj'i, a TaKO)K 
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nepcneKTHBH Ta MO)KJIHBOCTi B KOM6iHyBaHHi 3 llIT)"-IHHM iHTeJieKT0M, BeJIHKHMH 

,naHHMH Ta iHllIHMH nepe,n0BHMH TeXHOJIOri}IMH. 
Y mpemboMy p03oi.ni oucepma14ii" aKQeHryE:ThC}I yaara Ha MeTo.ni, Mo,nemoaaHHi 

Ta apxiTeKrypi ,LlHHaMiqHoi CHCTeMH, }!Ka BHK0pHCTOBY¤ nporpaMHi np11MaHKH Ta 
,n11HaMiqHi BJiacrnaocTi Blockchain. Y Uh0MY po3,niJii ,neTaJihH0 a11aqaeThC}I 
,LlHHaMiqHa p03no,niJieHa CHCTeMa ynpaBJiiHH}I, }!Ka BHK0pHCT0BY¤ .[lHHaMiqHi 
BJiaCTHBOCTi Blockchain Ta npe,ncTaBJI}l¤ThC}I po3po6JieHHH MeTO,n a11Kop11cTaHHi uiei 

CHCTeMH. 
y 'lemeepmoMy p030Uli np0B0,LlHThC}I ,noCJii,n)KeHH}I CTiHKOCTi po3po6JieHOI 

CHCTeMH ,no pi3HHX BH.[liB aTaK, eKcnepHMeHTaJihHHH aHaJii3 piBH}I 6e3neKH Ta ouiHKa 
ecpeKTHBHOCTi CHCTeMH B nopiBH}IHHi 3 icH)'IOqHMH pillleHH}IMH. ,[(ocJii,n)KeHO piBeHh 
6e3neKH CHCTeMH Ta pillleHH}I II(0,Ll0 i"i 3ax11czy Bi,n TPh0X BH.[liB aTaK: aTaK 

cKaHyBaHH}I, cHicpep Ta DDoS. 
y 8UCH08KQX ccpopMyJihOBaHi OCHOBHi pe3yJihTaTH .[lHCeprnuiiiHoi po6oTH. 

B~cyTuicTL (uaHBHiCTL) nopyweuuH aKa~eMiquoi ~o6poqecuocTi 

Y ,nttceprnuiiittiil: po6oTi ai,ncyrHi nopyllleHH}I aKa,neMiqHoi" ,no6poqecHocTi. 
BHKOpHCTaHHi i,neii, pe3yJihTaTiB j TeKCTiB iHllIHX aBTOpiB MaIOTh nocHJiaHH}I Ha 

ai,nnoai,ntte ,n)KepeJio. 

3ayBameHHH IQ0~0 3MiCTY i pe1yJILTaTiB po6oTH: 

1. y nepllI0MY p03,niJii ,LlHCeprnuiiiHOI po60TH aBTOp ,noCJii,n)Ky¤ 6iJihllliCTh 
po6iT 3aKop,n0HHHX K0Jier, npoTe 6a)KaHO 6yJio 6 3BepttyTH 6iJihllle yaarn Ha 
,nocJii,n)KeHH}I yKpaiHChKHX HayKOBUiB, }!Ki npaUIOIOTh y ,nattiii raJiy3i. IlpHKJia,nH 
,nocJii,n)KeHh 3 yKpaiHChKHX ,[l)KepeJI ,Ll0il0M0)KYTh Il0Ka3aTH Ha}IBHiCTh Ta BHeC0K 
HauioHaJihHHX HayKOBUiB y p03BHT0K ,nattoi TeMaTHKH, a TaK0)K 6iJihllI Il0BH0 ouiHHTH 
CTaH cnpaB y uiii raJiy3i Ta ouiHHTH piBeHh 0TpHMaHHX pe3yJihTaTiB. 

2. Y ,npyroMy po3,niJii ,n11ceprnuiil:ttoi po6orn 3ocepe,n)Ketto yaary Ha 
,nocJii,n)KettHi BHKop11cTaHH}I TexttoJiorii" Blockchain Ta i"i ,n11HaMiqttHX aTptt6yTiB y 
KOHTeKCTi Ki6ep3ax11czy. O,nHaK, aapTO 6yJio 6 po3rJI}lttyTH pi3Hi MeT0,LlH Ta ni,nxo,nH, 
}!Ki BHK0pHCT0BYIOTh TexHoJioriIO Blockchain y ttaae,neHHX ,nttcepTaHT0M ccpepax. 
IlO}ICHeHH}I Bi,nMiHHOCTeH Ta nepeaar pi3HHX ni,nxo,niB Ha.[laJI0 6 3M0ry KpalI(e 

3p03yMiTH MO)KJIHBOCTi TeXHOJiorii B KOHTeKcTi 3aXHCTy. 
3. y ,npyroMy p03.[liJii, Ha CT0p. 95, npe,ncTaBJieH0 pHC. 2.3, }IKHH Bi,no6pa)Ka¤ 

MeTo,noJioriIO BHKop11cTaHH}I Blockchain ,LlJI}I BHHBJieHH}I 3JIOBMHCHHKiB Ha noJii 6010. 
Arre caMa MeT0,LlHKa, II(0 npe,ncTaBJieHa Ha 3a3HaqeH0MY pHCYHKY, He 6yJia .[lOCTaTHhO 
ai,no6pa)KeHa y po6oTi. Heo6xi,nHo 6yJio ,neTaJihHillle on11caTH po3po6Jietty 
MeTO,noJiori10 Ta }IK caMe TexttoJiori}I Blockchain ,nonoMarae BH}IBJIHTH 3JIOBMHCHHIGB 
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(y nopismrnHi 3 aHa.rroraMH), a TaK0)K HKi MeXaHi3MH BHK0pHCT0ByK>TbCH ,ll,JUI uiei" 

MeTH. 

4. Y qernepTOMY po3,ll,ini, Ha cTOp. 143-144, HaBe,ll,eHo rn6n. 4.3, HKa nopismoe 

po3po6neHHH npoT0THil CHCTeMH 3 iHIIIHMH CHCTeMaMH, IU0 MalOTb BCTaHOBJieHi 

nporpaMHi npHMaHKH. IlpoTe y caMiii ,ll,HCeprnuiiiHiii po6oTi asTOp0M He OTTHCaHO 

o6rpyHTyBaHHH o6paHHX KpHTepiIB ,[\JIH nopiBHHHHH. Po3ropHyTi TTOHCHeHHH ,ll,JUI 

K0)KH0ro 3 KpHTepiIB ni,ll,BHIUHJIH 6 rpyHTOBHicTh nepesar po3po6JieHoro MeTO,ll,Y Ha,ll, 

lCHyK>qHMH aHa.rr0raMH. 

5. TecTysaHHH po3p06JieHoro MeT0,ll,Y BHK0pHCTaHHH nporpaMHHX npHMaHOK 

npoB0,ll,HJI0CH 3 BHK0pHCTaHHHM 30BHiIIIHix aTaK, npoTe y po6oTi He 6yno po3rJUIHYTO 

BHYTPiIIIHi 3arp03H ,[\JIH no6y,L1,0BaHOI Mepe)Ki . .n:o,l],aTK0Be BKJIIOqeHHH iHIIIHX BH,ll,iB 

aTaK, BKmoqaioqH BHYTPiIIIHi, ,ll,OTT0M0)Ke 6iJihll1 TTOBH0 ouiHHTH ecpeKTHBHiCTb 

po3po6JieHOro MeTO.L\Y y pi3HHX cueHapiHX. 

6. Ha M0IO ,ll,YMKY, nyHKTH HaYKOBOi' HOBH3HH ccpopMYJibOBaHi ,ll,HCepTaHTOM He 

y TTOBHiii Mipi Bi,ll,TTOBi.[IHO BHM0raM i peKOMeH,ll,0BaHHM ni,ll,XO,ll,aM - ue ,l],eI.QO 

ycKJia,l],HlOE: po3yMiHHH pe3yJihTaTiB i IIIJUIXiB i'x ,ll,0CHrHeHHH. 

7. .ll:pyrnii HaYKOBHH pe3yJihTaT, H BBa)KalO, Heo6xi,ll,HO 6yno 6 3aMiCTb «Ha6ys 

TT0,ll,aJlbIII0ro p03BHTKY MaTeMaTHqHHH 0TTHC o6qHCJieHHH ,ll,HHaMiqHHX aTpH6YTiB 

nporpaMHHX npHMaH0K ... » ccpopMyJI10BaTH TaK: «Ha6yna TT0,ll,aJlbIII0ro po3BHTKY 

MaTeMaTHqHa M0,ll,eJih o6qHcJieHHH ,ll,HHaMiqHHX aTpH6yTiB nporpaMHHX 

npHMaHOK ... ». 
8. Bi,L1,cyTHiii iHTerposaHHH KiJihKicHHii noKa3HHK, mo 3ri,ll,HO MeTH ,ll,Hceprnui'i 

xapaKTepH3ye «ni.[IBHIUeHHH ecpeKTHBHOCTi 3aXHCTY KOMil'IOTepHHX Mepe)K .. . », ue 

,l],eIUO ycKJia,ll,HlOE: po3yMiHHH ri ,ll,OCHrHeHHH. IlpoTe, sapTO si,ll,MiTHTH, npHCYTHiCTh 

3HaqHOI KiJihKOCTi KiJihKiCHHX napaMeTPiB y BHCH0BKax po60TH. 

9. y ,ll,HCeprnuiiiHiii po6oTi 3a3HaqeH0 HaHBHiCTb BeJIHKOI KiJihKOCTi CKOpoqeHb, 

He ,ll,OCHTb B,ll,aJIHX CTHJiiCTHqHHX peqeHb, pi3HOI TepMiHOJiori'i ,ll,JIH OTTHCY O,ll,HHX i THX 

caMHX peqeii rn rpaMaTHqHHX TT0MHJI0K. O,ll,HaK, niCJIH peTeJibH0ro neperJUI,ll,y rn 

pe,LlarysaHHH TeKCTY MO)KHa 3a6e3neqHTH E:.[IHiCTb TepMiHoJiori'i Ta CTHJih, mo 

cnpHHTHMe 6iJihll1 rapMOHiHHOMY BHKJia,[\eHHlO i,L1,eii Ta ,[\0TT0M0)Ke 3po3yMiTH 

,ll,OCJii,l],)KeHHH 6iJihll1 qiTKO ii JioriqHo. 

IlpoTe 3a3HaqeHi 3ayBa)KeHHH He H0CHTb npHHUHTTOBHH xapaKTep j He 3HH)KyK)Tb 

UiHHOCTi npose,l],eHoro 3,L1,06ysa1IeM ,ll,OCJii,l],)KeHHH, aKTYaJibHOCTi, H0BH3HH Ta 

npaKTH'IHOI 3HaqymocTi ,ll,HCeprnuiiiHoi' po6oTH. 

BHCHOBl.:U I.UO,lJ,O Bi,lJ,DOBi,lJ,HOCTi ,lJ,HCepTa11ii' BCTaHOBJieHHM BHMOraM 

.ll:HcepTauiiiHa po6oTa 3a aKryaJibHiCTlO, HayK0B0lO H0BH3H010, npaKTHqHHM 

3HaqeHHHM, oco6HCTHM BHeCK0M aBTOpa, o6cHrOM pisHeM ny6niKauiii, 
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,UOCTOBipHiCTIO Bi,nnoBi,nac BCTaHOBJieHHM BHMOraM .no JJ,Hceprnu_i'i. Pe3yJihTaTJ,! 
po60TH BHKJia,neHi '-liTKO, noc11i,nOBHO i Jiori'-!HO, BHCHOBKH 3a po3,niJiaMH Ta 3araJihHi 
BHCHOBKll ,Ul!Ceprn1..di' MiCnITb HKiCHi i KiJihKicHi HayKoBi Ta npaKTll'-IHi pe3yJihTaTl!. 3a 
TIOCTaBJieHOIO MeTOIO Ta BllpimeHHMll 3a,Ua'-!aMH, 
.noc11i,n)KeHb, OTpl!MaHl!MH pe3yJihTaTaMl! po6oTa 
IropOBl!'-!a Bi,nnoBi,nac BllMOraM .no ,nHcepTaQiHHllX 
125 «Ki6ep6e3neKa Ta 3aXl!CT impopMaQii'». 

3araJILHi BHCH0BKH IU0,1).0 ,/J.HCeprnuiiiuoi' po60TH 

o6'¤KTOM Ta npe,nMeTOM 
BacHJillllll!Ha CBHTocnaBa 
,nocJii,n)KeHh cneQiaJihHOCTi 

3a pe3yJihTaTaMH aHani3y 3MicTy ,Ul!CepTaQii' BBa)KalO, mo ,Ul!CepTaQiH 
BaCl!Jillllll!Ha CBHTOCJiaBa IropOBl!'-!a ¤ 3aBepmeHl!M HayKOBHM ,noc11i,n)KeHHHM, y 
HKOMY p03B'H3aHa Ba)KJIHBa HaYKOBo-npaKTH'-!He 3aB,naHHH ni,nBHmeHHH 
eq>eKTHBHOCTi Bl!HBJieHHH Ki6ep3JIO'-IHHiB Ta TIOKpameHHH CTiHKOCTi 3aXHCHOI CHCTeMl! 
3a paxyHOK po3po6KH CHCTeMH npHMaHOK Ha OCHOBi .l(HHaMi'IHHX arpH6yTiB 
Blockchain. 

BpaxOByIO'IH aKryaJihHiCTh, HayKoBy HOBH3HY npaKTH'IHe 3Ha'leHHH 
o.nep)KaHHX pe3yJihTaTiB, BBa)KaIO, mo ,nHceprnQiHHa po6oTH «Po3po6Ka Mern.ny 
BHKOpHCTaHHH nporpaMHHX npHMaHOK HK eJieMeHTiB 3axHCTY KOMTI1IOTepHHX Mepe)K 
Ha ocHoBi TexHonorii' Blockchain» QiJIKOM Bi,nnoBi,nac BHMoraM nn. 6,7,8,9, HKi 
BCTaHOBJieHi y «ITopH,nKy npwcy,n)KeHHH cryneHH ,UOKTOpa qiinocoqiii' Ta CKacyBaHHH 
pimeHHH pa3oBoi' cneQiani3oBaHoi' B'-!eHoi' pa,nH 3aKJia,ny Bwmoi' ocBiTH, HaYKoBoi' 
ycTaHOBH npo npHcy,n)KeHHH CTyneHH ,UOKTOpa qiinocoqiii'», HKHH 3aTBep,n)KeHHH 
IlocTaHOBOIO Ka6iHeTy MiHicrpiB YKpai'Hll Bi,n 12.01.2022 p . N!!44, a i"i aBTOp 
BacHJilllllHH CBHTOCJiaB IropoBH'-1 3ac11yroBy¤ Ha npHcy,n)KeHHH HayKOBoro cryneHH 
,UOKTOpa qiinocoqiii' 3a cneQiaJihHiCTIO 125 «Ki6ep6e3neKa Ta 3aXHCT iHq>OpMaQii'». 

Ocl>iuiiiuuii onouenT 
.l(eKaH q>aKyJihTeTy KOMn'IOTepHHX HayK Ta TeXHOJioriw 

HaQiOHaJihH~ro aBiaQiHHOro yHiBepCHTery •~a~ 
,UOKTOp TeXHl'-IHHX HayK, npoqiecop JI I (___,..- ) 

«04» cepnHH 2023 poKy 

Cepriif fHA TIOK 
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