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rroAaHy Ao 3axr4cry Ha s4o6yrrr HayKoBoro cryrreH.rr AoKropa siloco$ii sa
cn eqi arrnicrro | 2 5 <<Ki6ep 6e suera r a 3axvrcr in S opuaqii>

(ranyar 3HaHb 12 <In$oprr,raqiftHi rexuonorii>)

1. Axrya.rrrnicrs reMu Al{ceprarlii, ii 3nts3orc 3 HayKoBrrMrr rporpaMaMr{,
TEMAMI,I.

ArryanrHicrr npo6levrz 3axrlcry inQoprvraqii y vrepe)Kax craHAapry IEEE
802.1I o6yuonneHa ix uruporl4M 3acrocyBaHH.rrM y cyqacHonry qz$poBoMy ceiri. Ha
ni4vriny ri4 4poroBlrx KoIr,ttt'totepHrrx Mepe)K, Ae rropyueHHr Mo)r{Ha ni4crexzru
3aBn.flKrt Qisr,rvnifi ssaeNloAii 3JroBMrlcHr4K s o6na4naHHrM, y 6ee4poroBrrx Mepe)Kax
TaKa 3aAaqa e 3HatIHo cKnaAHiruoro. I-{e syrraoureHo rHM, rrlo ToqKa ui4rclroveHHr B

6es4poronzx Mepex(ax 3iuIelKI4Tb sie uoryxnocri npufivaua ra lepeAaBarra
pa4iocurHaJry, trlo ycKnaAHIo€ Bu3HaqeHH.f, Nricq.s 3Haxo.qx(eHHr 3JroBMLrcHuKa i
ruoniropranr fi oro arrr,rnno cri.

flpono4a'rn anarqy na 6es4poroni vrepexi wi-Fi 3noBMr4cHnrz ni4.ryBarorb
6esxapnictl, ocrimr<z i4enrr.rQirarlir oco6u nopyrrrHr4Ka B KoHrercri 6es4poronzx
Mepe)K e nrpafi cKJIaAHI4M 3aBAaHH.rrM. Cyvacni cucrevrvr BlrrBJreHH.rr BToprHeHb
sassu.tafi. socepe4xeHi Ha crlrHarypuux li4xoAax, sxi He 3aB)KAr4 BzflBurcTbc.{
eSerrunHvIv-.v\ a cncreMkr-npl{MaHKr4, B cBoro qepry, nepi4ro craK)Tb iHcrpynreHTol,r y
pyKax 3noBMr4cHurin.

lloe4uannx III4x ABox uilxolis-Br,rrBneHH.f, BToprHeHE Ta Br4Kopr4craHHfl
cucreM-rlpzMaHoK, a raKox( rroKparrleHHr ix xapaKTeplrcrlrK-Mo)Ke cyrr€Bo
noKpalrlIlrIa 6esner<y 6es4poroBlrx Mepe)K Wi-Fi. KorunnexcHe BkrKopvrcraHHfl, 4.aHvx
incrpynreHrie e paMKax eAuHoi gaxucnoi crparerii sa6esnequrt ti4nvtulenzfi pineur
6esueru i gnr.rszrr pu3krKr necanrqioHoBaHoro Aocryny ao insopnaaqii.

3asHa.IeHe cniA.Iurb, IrIo reMa Ar{ceprarlifinoro AocniAxeHHr e aKTyanbHoro ra
npaKTutlHo 3Haqyluorc, Ho, 3oKpeMa ni4rnep4x{y€Tbc.fi 3s'q3Koru 3 HayKoBrrMrr

rrp ofpaMaMr4, IIJIaHaMI4, TeMaMI{.

Tenaa Allceprarlifinoi poSorrz siAnosiAae HayKoBoMy HarrprMKy raSe4pz
6esuercu in$opvraqifinzx rexHonorifi Haqionalbuoro yninepczrery <<JlreiBcbKa
uonirexnira> <Pospo6ra ra AocniAXeHHr uero4in ra crBopeHHfl. cyqacHrrx saco6is
3axucry inQopvraqii n 6esuponiAnzx Mepe)Kax>. Orperui ,racrunu po6orz BLrKoHaHo



B Me)Kax Aepx{brcIx(erHoi HayKoBo-AocniAHoi po6orz: <locniA}KeHHr crifirocri
6iorvrerpzqHrrx cl4creM anreurzsixaqii Ao araK is 3acrocyBaHHrM rexnonorii
KnoIryBaHH-f, rorocy Ha ocHosi rrn6l,IHnzx HefipoHHt4x Mepex{) (J\b aepxpeecrpaqii
0124U000407), a raKo)I( B MelKax rraixnapo4Horo rpaHry, HaAaHoro CRDF Global
<B4ocronareHH-f, KoMuJIeKcy Aranaui.rHoi anrenrzsixarlii rcinqennx rorroK saco6aN{z
MaIIrI4HHoro HaBTIaHH-fl Ta 3axkrcry KopnoparzBHkrx Mepex( nia ri6eparap) (norraep

{paHroBoi yro4z G-20240 l -7 1626).
2. Cryninr o6rpynronanocri HayKoBrrx rroJro)KeHb, nucnonrcin i

peKoMeHaaqifi ra aHa"tir suicry Arrceprarlifinoi po6oru.
Ananis :vricry Alrceprauii ra aHora ii, pexonren4aqifr ra Br{cHonr<in cniArrnrb,

IIIO HayKoBa HoBrr3na 4ocniAxeHHt Mae HaJrexnufi pinenr o6qpyHronanocri. I{e
nurBepA)KeHo 3HaqHoro rinrricrlo- upoanani3oBaHr,rx Ar{cepraHrou nireparypHr4x
Ax{epen s Aanoi upo6nevrarur<ra, HayKoBrlMr4 s4o6yrrarvrz ra rrpnKna.qHr4Mr.r
HanparlrcBaHH.flMrr BqeHr4x i uparrur<in y cQepi r<i6ep6e3rreKr.

O6lpynronanicrr BvrcyHyrr4x HayKoBLrx rroJroxenr uigrcpiuruoerrcs nori.rHr,rvr
BIrKnaAeHH.ttM Marepiany, o6'errnnHr4M aHaJrigoru erclepzMeHTaJrbHtlx pesynmarir,
pospo6rcorc IpaKTLI.IHI,IX peKoMeHAarylfi ats yAocKoHiureHHf, TexHoJrorii nu.sereHHs
BroprHeHb ra clrcreM rIpIrMaHoK An{ Mepex( craHAapry IEEE 802.11. Ouronni nayroni
rIoJIoiKeHH.tI, Bt4cHoBKIr i nparrzvni pexouen4aqii, nzrclageHi n 4ucepraqii, e
A o crarHb o ro naip oro o 6fpynro BaHLTMLT rori.rHuNara i uo cniAo B Hr4 Mr4.

Crpyrcrypa Alrceprallifinoi po6orz rpa4zqifina i sKnro.rae Bcryn, qor1apr,r

pos4inu, Ko)KeH 3 IKI,IX ni4pisnxerbc.fi rreBHr{M HayKoBLrM BKnaAoM y nupiruenn.a
npo6neu is n4ocroHaJleHH.l rexHoJrorii susnreHH.rr BToprHeHb ra cr4creM-rrpr4MaHoK y
Mepex(ax craHAapry IEEE 802.11.

V nepmouy por4i.li posrnrHyro rexHoJroriro Wi-Fi, BKJrroqaroqra ii repeBaru,
ne4oniru ra cyqacni ni4xo4LI Ao BnpoBaAXeHHr ct'rcreM Br.r.rrBJreHH.rr BToprHesr i
TIpLIMaHoK y KoMrl'rotepurzx Mepe)Kax rlboro rr.rly. Ipone4eno AeranbHufi ananis
HayKoBI4x AocliAxenr i uy6niraqifi, xri crocyrcrbc.rr aKryanbHocri nzxopvcraHHfl
cl4creM BLI-f,BJreHHt BToprHenr i upzl,raHoK y 6es4poroBrrx Mepexax craHAapry IEEE
802.11. Buronano uopinHxmHy oqinry 6asonzx MexaHisrain i npo4yrrin rK
rovrepuifiHoro, rar i : ni4rpnruu rraxi4HzM KoAovr. Bi4snauaerbcfl, rqo narirb rrpu
pospo6qi HoBTIX NrexaHisrain saxzcry ra ix B[poBaAx(enni sa cepBepHovry o6na4Hauui,
neo6xiAnicrr 3BoporHoi cyrvricnocri 3 3acrapituwru, Bpa3nr4Br4Mr{ mienrcrrcuur.r
rlpllcTpotMrr 3aJrLIlraerbcfl BaxJrrrBr{M BrlKnr4rorra. Talcox AocniDreHo Naoxnraeocri
3acrocyBaHHt alropuruin MaluvHHoro HaBqaHHr Anfl uoniuruenn.s Brr.f,BJreHHt
BroprHeHr y Wi-Fi rr,repexax. PosrnsHyro iurenerryaruni uiAxoAur 4o r<onsirypaqii
rIpI4MaHoK, IIIo AorloMara€ yHrlKarpr ix Br4.rrBJreHHr 3JroBMtrcHvrKaMH. y pos4ini
rIpeAcraBJIeHo ruarepian, xrcuir6y4e ropucHrrM 4m Qaxinqin s 6esnerz Mepex ra Moxe
cnyryBarrr ocHoBoro An.f, noAiurbrxr,rx 4ocnipr(eHb y rlifi cQepi.

Y gpyrouy porgiri 4ocni4xeHo )Kr4 esuia qrrKn cvcreM 3axvrcry insopl,raqii n
6es4poroBllx MepelKax craHAapry IEEE 802.11, s ar<qenroM Ha cr,rcreMax Br4rBJreHHt
BToprHeHb 1 rIpI,IMaHKax. Bz-flereHo, rUo Bax(Jrr/rBoro xapaKTeprrcrr4Koro raKr4x cr{creM
e lX 3AaTHlcTb tIpoTI4crof,TLI aTaKaM. Pospo6neHo MoAeJrb xsrrTeBoro rlr4Kny crrcreM
3axl{cry, .aKa Ao3BoJI.f,e ALrHaMlrrHo aAarrryBaTncfl. Ha ocHoni auanisy icropuunux
AaHLIX. llpe4crauleHo l,roAeni Moxsu4Brrx 3arpo3 Anfl KoproparrlBHr4x Mepex.
Oco6rrasa yBara upra4inena Br.r.rrBJreHHK) o3HaK, sKi Mo)Kyrb BunaBurur crrcreMr4



3axr.rcry, rqo e Bax{JrrrBrlM Anfl 3a6e3reqeHHr 6esuexu 6e:4poroBzx Mepex. CrnopeHo
KoHrlenryuurbHy MoAeJrb gaxucuoi crrcreMr4, flKa iHrerpye cr4creMu BI4tBJIeHH-fl

BToprHeHr i upnuan:r.n, a raKo)K Br43HarreHo npaBr4na ix ssaerraolii. Orpivr roro,
po3usHyro ruoxrunicrb BgKopucra:aHfl. xMapHrrx rexnororifi p.nfl sa6esue.IeHHt

uacma6onanocri crrcreMr{. Marepian rlboro po:4iny uic urr pflA BaxtJrrdBrrx

ezcHosrin i perorvrenAarlift, srci Moxyrb 6yru KopI4cHI4MLI Qaxinqxrvr y c$epr
/- nKloepoe3rleKrr. Ja[porroHoBaHa KoHrlerrTyaJrbHa MoAeJrb Ta peKoMeHAaIIll qoAo 1l

peanisaqi'i crtputruMyrb ni4nraqenHro pin r-fl 6esuercu 6es4poroBl4x Mepex( craHAapry
IEEE 802.11.

V rperrorvry pos4i.rri posrnx4aerbcfl pospo6ra ra orrrrrMisarlis uoAeni cvlcrev'u
3axr.rcry inQopvraqii B 6es4poronux Mepe)Kax craHAapry IEEE 802.11,3
BLrKopr4craHHrM cr4creM Br,r.rrBJreHH-rr BToprHeHb i upuuaHor. flpe4cranrleHo
pospo6neni Ta sAocroHareHi uoAeni 3axr,rcry inQoprvraqii Anfl raKrIX Mepex{.

3aupouonoBaHo MeroAkrKy eiAcliAroByBaHH-rr 3JroBMlrcHurin vepeg ananis narerie
Probe Request, qo ei4rpvrBae Hoei Nroxilnrocri An.r po3yuinnr ix noeeAinr<n ra
Brl3HarreHH.rr rronepe Hboro rvricqs 3HaxoAx{enns. BaxJILIBoIo qacrl4Holo po6oru e
4iarnocruqHa MoAeJrb crlcreMr,r-npuMaHKrr Ans 6egAporoBrlx Mepelr, -aKa oxotIJIIo€

rrporoKonr4 6egueru WPA/WPA2. Anropol,r BAocKoHaJIeHo MeroALI BLIIBrteHH-a

BroprHeHb B Mepex(ax IEEE 802.11, nurcopzcroByrorrr4 urryunnfi inrenercr. 3orpeua,
BrrpoBaAx(eHH.rr anroprrrMy MarurlHHoro HaBrraHHfl KNN Ars iAeHrzQiraqii niAlr,rinu

MAC-a4pec i arar rr4rry <<glufi AsifiHuK> Ha ocnoei KoMrIaKrHoro araparHo-
nporpaMHoro KoMrneKcy Anr MoHiropunry ra aHarisy Mepe)KeBI{x uarerie. IIefi
uiaxil sa6esueuye Br.rcoKy roqnicrr i ursuAricrr BrrtBJIeHHt BToprHeHb, Iqo e

Bar{JrkrBrrM gnx eS ercurBHoro 3axzcry 6es,qporoBl,Ix Mep e}K.
y qerBeproMy pos4i"ui Br.rKoHaHo 4eranrnufr aH 13 Ta oururuisaqtrc

ruexanignris iAeHruQiraqii, Br4.f,BJreHH.s BroprHeHb ra e$errunnocri cucreM-npllMaHoK
y 6es4poroBr4x Mepexax craHAapry IEEE 802.11. Pos,qir ni4snauaeruc.s sce6i.rHLIN{

uiAxoAovr 4o nupirueHHr npo6rel,r ri6ep6esneKr4 y 6es4poroBl4x Mepexax. Aeropovr

AocniAxeno noraHy cynricHicrr uy6niuHrax 6az AaHrrx rpo vrepexi Wi-Fi y
pe3ynbTaT,3acrocyBanni ix Anfl, BvrflBJreHHf, rvricqr nepe6ynaHHfl 3JloBvtLrcnzrca. -flr

oAHr4M is saxruBr{x pe3ynrrarin rlboro ros4iny e pospo6Ka MeroAy rloKpaqeHHfl
ro.rHocri reoJroKarlii ro.rox Aocryny 3a AouoMororo ananisy rloryxtHocri crarnany.

BnacniAoK rlboro, roqnicrr BnrBJreHHf, ToqoK Aocryrry 3pocna 3 MeHIu nix 1o/o ao
90oh, uo ceiA.rrarr rpo gnaqnrafi rporpec y rlboMy Harrpf,MKy. Pospo6nena

4iarnocruqHa MoAenb Ao3BoJrre Bn3nav'arvr roe$iqienrvr Anfl, pianux vrexaHisNaie

3axr,rcry 6es4poronux Mepex{, qo 4ae nroxnueicrr H€urarrrroByButkr cl4creMrr-

rrpprMaHKr4 eiAnosiAHo Ao npotfinro 3JroBMLrcHr4Ka. Tarox po3rnrHyro MeroA

Bkt.rrBrreHrur ataKr <<zluit AeifiHraK), Ae BlrKopr4croByBaBcr oprlrinanurrafi uilxia .qo

arperaqii AaHvrx ra anroprrrM Marur4HHoro HaBqaHHr KNN. Orpzvrana MoAeJIb

MarrrrrHHoro HaBqaHH-f, aocrrJra 100% ro.rHocri Br,r.rrBJreHHl BTOpfHeHb,

AeMoHcrpyroqkt BrrcoKy e$ercrznnicrr qroro MeroAy.
3. .{ocronipnicrs p$yJrbrarin i nayrcoBa HoBr{3Ha AocJrhxennq.

[ocroripnicru sucHosrcir i perovrenAarlifi, cSopvrynboBaHrrx y Ar{cepraqifinifi
po6ori, sa6esueqeHa Br4Kopr4craHHrM Hayroeoi ueroAonorii Ta 3acrocyBaHHtM
cyqacHux rueroAie npoBeAeHHr AocuiAxenr. Vraxne ogsafiouneHHr gi sMicroNl
gucepraqii, anorarlii Ao sei ra HayKoBr4x uy6nircaqifi 4ucepraHra Aae uiAcraBy



BLr3If.aYIvrlr ocHoBHi HayKoBi rtoro]KeHHq ra BrlcHoBKr4, rrlo xapaKTepu3yrcTbct
HayKoBoIo HoBrr3Horo i biao6palralorb oco6ucrufi nnecor aBropa, cyryluicrr ix
o6lpyuroeaHocri ra AocroBipnocri.

Hayxoea HoBrr3Ha oAepxaHlrx pe3ynbrarin szsH arraerbcfl oco6zcruM BHe cKoM
aBTopa y nrapiureHH{ aKTyaJIbHoro HayKoBo-rrpaKTkrrrHoro 3aBAaHHr, ulo rroJr.flrae B

yAocKoHuulenni rexnonorii BI4tBJIeHHfl BToprHesr i crlcreM-rrpr4MaHoK y Mepe)Kax
craHAapry IEEE 802.11.

-:I{aficyrresiIrri pe3yJlbrarlr 4ocni4xenH.r, uo n4icr.srr HayKoBy HoBrr3Hy,
IIOJrrraroTb B ToMy, rqo:

pospo6neHo KoHrlenryanbHy MoAenb ctrcreMr4 3axlrcry insopvraqii is
3acrocyBaHHtrM crlcreM Bu.aBJreHHr BToprHenr i cucreM-rrpuMaHoK AJr.f, Mepex( IEEE
802.1 1 Wireless Honeypot as a Service BzKopr{croByrcqr4 xrr,rapni o6.rucreHHn, flKa Ha

nigNaiHy nig i*ryro.rzx uiAxolin Ao po3ropraHnx in$pacrpyKrypu is cucreMaMr4-

rIpI4MaHKaMv Aae uoxnunicTb rloKparqr,rrr4 xapaKTepuervrKvr rrrBtrAKocri ra rHyvxocri
po3ropranHs Iliricnoi cucreur 3axvcry in$opnaaqii qlx Ses4poroBr4x Mepe)K.

p osp o6n eHo MeToArary ni4cri4ronynanHs 3roBM cnuris 3a MeraAaHvrMvr,

si6panuuu s ix upzcrpoiB, 3acrocoByroqz ny6nivni 6asu AaHr4x reorroKarlii Wi-Fi
upucrpoin. Porpo6JleHo anropl{TM 3 rroKparqeHr4Mr.r xapaKTepvrcrvrKaMvr BV3HaqeHHt

reonorcaqii ronxpernol roqKl4 Aocryrry, xrcufi Ha ni4vriny anropLtrMy 3alrrcy
intpopvraqii sa 4ouoMororc tlacoBlrx px4in, Ao3BoJrf,€ ro.rHi[re Bkr3Haqrurrz reonoraqiro
Wi-Fi roqoK Aocryrly, ulo Aa€ Moxrueicrb yHr4KHyrr,r xz6Hrax ni4o6paKeHb ua rcapri,
a eiAnosiAHo i4euruQircyBurv uonepeAHi rvricqa uepe6ynannx gnoerlucHzrin is
BI'IqOrc TOqHICTIO.

1) Bnepure po3pooJreHo KoHrlenryanbHy MoAenb crrcTeMr4 3axr4cTy

Bneprue pospo6neno MeroAI4Ky silcriAroBy aHH.rr gnonvrzcnr,rrie 3a

inSopuaqii is sacrocyBaHH-ttM cr4creM Br4rBneHHr BToprHenr i czcreM-rrprrMaHoK Ant
IEEE Service xMapHrMepex 802. I Wireless HoneypotM€PclK [DDr- 6vz.rr wreless floneypot as a servlce BlrKopr4croByrorrr.r xMapHr

o6'IlacreHHfl) flKana ni4vriny ria icuyrouzx uiAxoAin Ao po3ropraHHr inspacrpyKTyprr
13 cI'IcreMaMLI-[pLIMaHKaMrI Aae Mox(nueicrr rroKparrlr4Trr xapaKTepr{crrlKt4 runugrcocri
ra rHytlKocri posropraHH.t qiniuroi cr4creMr4 3axvcTy inQopuaqii anx 6es4poronr,rx
Mepe)K.

2)

MeraAaHI'IMI{, si6panzvrz s ix upucrpoir, 3acrocoByrotru ny6nivni 6asu AaHrrx
reonoraqii Wi-Fi upucrpoin. Pospo6neno anropr{TM 3 rroKparrleHrrMr{
xapaKTepvcruKaMvr BI{3HalIeHH.f, reoJrorarlii KoHKperHoi ro.{ru Aocryrry, srcuit sa
ni4uiny zuropr{rMy 3anucy iu$opnraqii sa AorroMororc qacoBr4x pr4in, Ao3Bonre
ro'IHirxe nusHaqurll reoJloKallirc Wi-Fi ro.ror Aocryrry, rlo Aa€ uoxnvnicrb yHr{KHyrr4
xz6nzx ni4o6paxenr na rapri, a siAnosiAHo i4enrz$iKyBarr.r rorepeAHi rvricqs
uepe6ynaHHr 3JroBMucnuris is etatqorc ro.rHicrrc.

3) Buepure pospo6neno 4iarnocru.rrry MoAenb cr{creMrr-rrpr4MaHKn r1rfl
6es4poroBux Mepex craHAapry IEEE 802.11, .arca na ni4rvriuy sit ni4xo4in si "criuoi
ronQirypaqii" qu KnoHyBaHHt iuryrouoi 6es4poronoi inQpacrpyKryprl Ao3Bon-fle



orliHzrra pineHr 3axr{rrleHocri cncreMlr-rpI4MaHKl4 Ha niAnosiAHicrr 4o npoSinro

3JroBMrrcHr4Ka, rqo Aa€ 3Mory 3reHepyBarv ron$irypaqiro cLIcreMI4-rIpI{MaHKvr Anfl,

3JroBMkrcHuKa s uorpi6nnu pieneu niArorosru y aBToMarI4qHoMy pexuui, i
eiAuosiAHo uoKparrlr4Tr4 rrpr4croconynanicrr cI4creM-rlprrMaHoK y 6es,qporonux

Mepe)Kax craHAapry IEEE 802.11.

4) Buepue poSpo6neHo MeToA BI4IBJIeHHI BTopIHeHb 13 3acTocyBaHHflM

MarrrkrHHoro HaBrraHlfl, acaMe anropLrrMy K-nafi6lu]Kqux cyci4in, B tKoMy Ha ni4Iraiuy
, 

__'-a

ni4 iCnyrour4x 3acrocoBaHo oprrrrrransuuu MeroA arperaqll AaHvrx rrpo rloryxHlcrb

cllrHany, Iqo aae uoxnunicrr yHr4KHyrkr Ha.qJII{IIrKoBoro HaBaHTa)I(eHH-f, Ha

KoMr'rorepni nrepexi. Pospolteuuia MeroA Aae 3Mory iaenru$iKyBarll araKy (3nrfi

AeifiHr,rK)) na panuix cra4ixx araKr{ Ha rorrKu Aocryny, f,K eJIeMeHTa Mepexeeoi

inSp acrpyKrypr4 Wi-Fi.
4. 3naqeHHq po6oru AJrfl HayKrr i nparcrurclr ra lrrJrflxrl BrIKoprIcraHHr

pe3yJrbr arin loc.ril)I(eHHfl .

Hayroei pe3ynbrarrr, orpul,rani aBropoM, Moxyrb 6yru nuropzcrani npvr

upoerrynaHni 3axrrqeHol rr,repexeeoi i rQpacrpyKrypu, y st<tir 3acrocoBylorbct
vrepexi craHAapry IEEE 802.11.

Orpravrani anroporvr Hayxoni pe3ynbrarI4, BI{cHoBKI,I Ta nporlo3rrllii cranonJrflTb

nayronufi inrepec ra Marorb rpaKTr4qHy qinnicrr, qo ui4rnep.uxeHo ix
BrrpoBaA)KeHHrM y nasqamHufi rpoqec Ha ra$eapi <<EesreKa inQopuaqifinux
rexnonorifi>> HaqionanbHoro ynirepcurery <JlreiBcbKa uonirexsira> uia tlac

Br4KJraAaHHfl ArncunnniH oceirHroro pinnr
<Ki6ep6e3rreKa)).
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5. OQoprvr"ueHHfl Arrceprarliir gorpnMaHHfl Br{Mor arcaAeui.uroi go6po.recnocri
Ta rroBHora BrrKJraAeHHfl HayKoBrrx pe3yJrbrarin n ouy6;riKoBaHrlx [pallflx.
O$opnaneuux 4racepraqii eiAuosiAae ycivr BilMoraM. 3vricr, crpyKTypa ra

nocli4onnicrr Br4KJraAeHH.fl pe3ynbrarin eiAnosiAarorr -f,r reNai po6orz, rar i qIIHHIaM

BuMoraM MOH Vrcpainz. [ucepraqifina po6ora HanvrcaHa Aepx(aBHolo MoBoro,

nrarepiarr.r Br4KnaAeni upo$ecifino ra nori.rHo, repuinonoris e 3araJIbHoBI{3HaHoIo,

crr{Jrb BLrKJraAeHHf, pe3ynbrarin Aocri4xenr, szcHosrin i perovreulaqifi sa6esueqye ix
HopMzurbHe cupufiHsrrr i BuKopr{craHHr.

Tevra po6orra po3Kpkrra y 27 uayxoBr4x npaqrx, B ToMy qzcri 11 carrsx, 3 f,Kllx
9 BXoArrb Ao nepeniry Br4AaHb BAK ra 2 npoin4erccoBaHo vrixnapo4noro
HayKoMerpurrHoro 6asorc AaHr4x SCOPUS, s rKlrx ni4o6paxeni pe3yrrbrarrl
rlpoBeAeHux AocniAx(eHb. Ipynroenicrr, nori.rHicrr ra Aocroeipnicrr orplrMaHnx
HayKoBrrx rIoJIo)KeHb, eracHosris ra perovren4aqifi ni4rnep.uxyerbc-f, TaKox(

orIpI4nrcAHeHHrM Ta aupo6aqiero pesynrrarin AocriAxenH-f, Ha 7 vrixnapo4nux
HayKoBo -rexniqnnx ronQ epenqi-f, x 3a reMoro Ar{c eprarlifi noro Ao criAxenn.s.

Y 4raceprallifiHifi po6ori ni4cyrni ropyrueHHf, aKaAevriqnoi 4o6povecrocri.
BraropucraHHr tgeir, pe3ynbraris i rercrie iHrxr..rx anropir Marorb rrocr4JraHHfl Ha

eiAuosiAHe A)r(epeno
6. 3aynalr(eHHfl Ta ArrcKycifini rroJro)r(eHnfl rrlo4o rrvricry po6orn.

Y poraini 2.4.3 aBropoM rrpeAcraBireHo rorosi nnarQopuvr Anfl,peanisaqii
KoMuJIeKcnoi cucreMr,r 3 BLrf,BJreHHr BToprHeHs. BHropucraHHf, TaKr{x roroBr4x piruenr



Ao3Bon.a€ rrrBI,IAKo no6yAyBarr4 Qynr<qionansrruit npororr4rr, AeMoHcrpyroqlr
ruoxnznict peanisaqii obnoBHl4x roHqeuqifi cucreuu. OAnar<, Bapro 3a3Hatrzrz, rr1o

sanexnicu eiA III4x nnarQopu Moxre o6uexzrz po3BrrroK rrpoeKTy Ha cra4ii
AoBeAeHHt ronqeuqii (proof of concept), ocrimru rarci piureHHr Mox(yrb vratpr
o6vrexeny rny.rxicrr i a4anrunnicrr a6o, uanuaKrr, HaAJrr{ruKoBy Synrqiona-rrrnicrl,
rIIo Moxe BI4KJII,IKarra npo6neuz inrerpaqii ra vracrura6yBaHHfl y peanbHr4x yMoBax.

lo4arroro, roroni nnarSoprvul Mo)r(yrb ne uosHicuo eiAuoniAarz cneqraQiunnrra
BI{MoraM 6esuern ra QynrqionaJrbHr4M norpe6avr rreBHr4x opranisaqifi, rqo
ycKnaAHloe ix aAanraqiro 4o yniranbHnx cqeHapiin BrrKopr4craHHfl..

y pos4ini 3.2.I aBropoM rrpeAcraBJreHo unarQopvry WiGLE flK
iucrpyrraeHr An.r uouryryWi-Fi roqox Aocryny, flKnukruorenqifiHo uir KoprrcryBatucfl
3JIoBMI4cHzr. flrtarQoprraa WiGLE Ha1ae N4oxnusicrb orpr4MaHHfl Aocryrry 4o 6asu
AaHkIX Wi-Fi Meper(, ulo Molce 6yru KoprrcHr4M p^nfl, aHanisy nonepe4Hix laicqr
nepe6ynaHHt 3JloBMzcnurie Ha ocHoBizi1pauux AaHr{x npo roqKrr Aocryrry. O4narc, n
po6ori ne 6ylo HaBeAeHo AeraJlbHoro oHUrAy inurux noAi6nux nnartfopvr, xri rarox
Moxtyrb 6yrn KoprIcHI4Mn Ailfl. ananori.rHr4: 3aBAaHb, Ta He po3rnrHyro Kpr{Tepiin, na
niAcraei {KrIx repeBara 6ytnlaa1a:na caMe WiGLE. Bi4cyrnicrr ananisy anbrepHarurB
Moxe o6rvrexynaru o6'exrunnicu ru6opy ra Mo)r(nzeicrr Br4Kopr4craHHfl inruux,
uorenqifiHo 6ilrur e$errununx, iucrpyrr,renrin Anfl Br4KoHaHH.rr ananori.rHr4x 3aAaq.

- y pos4ini 4.4 anrop Br4Kopr4craB iurropr4rrra K-Nearest Neighbors (KNN)
AJII rpeHyBaHHt naoAeri Marur4HHoro HaBqaHHq, 3acrocoByroqr4 fioro .f,K anropkrrM
HaBIIaHH{ 3 yqvrerteM. Mo4enr [poAeMoHcrpyBana Br4coKy eSerrunnicrr y
BzKoHaHHi nocraBJreHoro 3aBAaHH.rr, uo li4reep4xye fi upz4arHicrr Anfl
3acrocyBaHHt y lanifi cQepi. llpore, Atrs. sa6e3reqeHHr 6inrur o6qpynroBaHoro
wr6opy MeroAIlKIr MaruI4HHoro HaBqaHna, 6yno 6 loqinrno rpoBecrz lopinns,tslnuir,
ananis anropl{TMy KNN g inuruuu icnyrovzvru zuropr4TMaMlr Marrrr.rHHoro HaBqaHHr,
raKr4MI4 sr Decision Trees, Random Forests, Support Vector Machines (SVM) a6o
Neural Networks. Ile 4osnoJIkIJIo 6 oqinnru nepeBarr{ ra o6nrexeHHr KNN y ronrercri
nrapiurennx zagaui Ta Bv3HarIvITvI, qv e qefi aJrropr,rrM orrrr4Muurbnr.rNt eu6opoM cepeA
inurux MoxnilBrrx napiaHrin.

3ara.rrrni nr.ruronKr.t uoAo Arr c eprarlifi n oi po6oru
[r.rcepraqifina po6ora Easaxa Pouasa Iroponuva <VAocroHaJreHH.rr rexnorolii

BI{tBrreHHt BroprHenr i cLrcreM-rpuMaHoK y Mepex{ax craHAapry IEEE 802.11> e

3aBeprrreHoK), caMocrifinoro rrparlerc, siAuoeiAae racnopry 3arBnenoi cneqianrnocri
i tarcoto, qo uicrurb AocrarHro HayKoBy HoBrl3Hy ra rrpaKTr4rrHy rlinnicrr orprrMaHr.rx
pe3ynbrarir, xri Ao3Bortxrcrr ni4nuulrrrr4 6esnery 6es4poroBr4x Mepex( craHAapry
IEEE 802.1 1.

lracepraqifina po6ora niguoni4ae nuvroraM dlopr4ry rrpr4 cy4lKeHH.n cryrreHt
AoKropa SiuocoQii ra cracyBaHH.f, piureHm pasonoi cueqianisosaHoi pa;in 3aKJraAy
euqoi ocnitu, nayronoi ycraHoBr{ rpo rpncyAxeHHr AoKropa SinocoQii>,
3arBepAx(eHoro tlocraHoBoro Ka6iuery Minicrpin Yxpainn ni4 12 ci'mq2022 poKy ra
Bzuorau 4o otpoprvuleHHt Auceprauii (uaras Minicrepcrsa ocnirra i nayru Vxpainu
sia 12.01 .2017 Ns40).



Bnaxaro, rqo aBroB Auceprarlifitroi po6oru Eanax Pouan Iroponnu 3acnyrcBye
Ha rpLrcyA)KeHHr cryrreHrr AoKrop $inocoSii ga cneqiamHicrro 125 <Ki6ep6esnera ra
3axLrcr iu$opuaqii>.
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